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AHHOTALIUA

PykoBoacTBo 1o ycranoBke IIporpammuoro komiekca «CepBep T0KYMEHTOBY

COJIEP)KUT OMNHCAHUE CUCTEMHBIX TpPeOOBAaHUW, MOPSAKA MOATOTOBKH OKPY>KEHUS,

YCTaHOBKH Y PETUCTPALIMU TPOIrPAMMHOTO MPOIYKTA.

I[OKYMCHT MpeaHasHa4CH OJIA CUCTCMHBIX aIMHUHUCTPATOPOB U CIICLIUATINCTOB,

BBINIOJIHAIOIIMX pa3BepTeiBaHue CepBepa OOKYMeHTOB Ha Iuiargopmax Linux,

Windows u B cpene Docker.

PYKOBOI[CTBO OXBAaTbIBACT:

[IpenBapurenbHbIe IEUCTBUS NTEPE] yCTAaHOBKOW;

Hactpoiiky ceTeBbIX mapameTpoB U MOPTOB;

VYcranoBky Ha qucTpuOyTHBHI Linux (redos, Alt Linux, Astra Linux/Debian);
VYcranosky Ha Windows Server;

VYcTaHoBKY ¢ ucnoib3oBaHueM texHnosnoruu Docker;

Perucrpanuro nuuen3nu;

MeToap! TPOBEPKH pabOTOCTIOCOOHOCTH.

JlokyMeHT paszpabotan B cootBeTcTBHM ¢ TpeboBanusmu ['OCT 19.505-79

«EnuHasg cuctema nporpaMMHON JOKyMeHTauuu. TpeOoBaHUs K COAEPKAHUIO U

opopmruenuto» u 'OCT 19.201-78 «Exunasi cuctema mporpaMMHON JTOKYMEHTAIIUH.

Texunueckoe 3ananue. TpeOoBaHUS K COEPKAHUIO U OPOPMIICHUIOY
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1. OBHIHUE HOJIOXEHUA

1.1 Ha3HayeHue JOKyMEHTA

PykoBoACTBO mpeaHazHayeHo ISl MepCcoHaNa, OCYIECTBISIONIEr0 YCTAHOBKY U
HacTpoiiky nporpammsl «P7-Oduc. [Ipodeccronansubiit. CepBep JOKYMEHTOBY.

Hacrosimee pykoOBOACTBO CONEPKUT ONUCAHUE JEHWCTBHM II0 YCTAaHOBKE U
HacTporike nporpammbl «P7-Oduc. Ilpodeccuonansuseiii. CepBep JOKYMEHTOBY.

[Iporpamma  «P7-O¢duc.  Ilpodeccuonanbupiii. CepBep  TOKYMEHTOB)
npeJHa3HayeHa JJi1 OPraHu3aluyd COBMECTHOM pabOThI ¢ TOKYMEHTaMHU, 00eCTIeUeHUs
IpPOCMOTpPa M PENAKTUPOBAHMS TEKCTOBBIX JIOKYMEHTOB, AJIEKTPOHHBIX TaOMULl U

MIPE3EHTALMN B OHJIANH-PEKUME.

1.2 HaumeHOBaHMe POrpaMMbl
[Tonnoe nazBanue: «P7-Oduc. [Ipodeccuonanpupiii. CepBep JOKYMEHTOBY WIH
[TporpammubIil komIieke «CepBep JOKYMEHTOB.

CokpamenHoe HaumenoBanue: [1K C/I.

Howmep noxymenrta: RU.48324255.CI-PA.001-NY-B1.0.

1.3 Pexomenmanuu mo 60e30nmacHOMY pa3BepThHIBAHHUIO
PazBeptoiBanne CepBepa AOKYMEHTOB JOJDKHO  OCYIIECTBIISITBCA B
COOTBETCTBHHU CO CJIEAYIOIIMMHU IPUHIUIIAMU O€301aCHOCTH

1. Pazmemienue B DMZ: ecnu 1uianupyerca mnojakiaoueHue k Ceppepy
JOKYMEHTOB U3 BHEIIHEW CETH, K HEMY CIEAYET MPUMEHSITh TE€ K€ MEpBI
3alllMThI, 4TO U K BeO-cepBepy. Takoil cepBep HEOOXOIMMO pa3MellaTh B
DMZ (30He pemMuwiIdTapu3aiii), BHE BHYTPEHHErO0 KOPIIOPATHUBHOTO
NepUMETpPa, 4YTOObl CHU3UTH PHUCK [UJIsi BHYTPEHHUX CHCTEM. 3apaHee
OTIpEICNTUTE CIHCOK HEOOXOIMMBIX MOPTOB M MPOTOKOJIOB JUIS BHEIIHETO U
BHYTPEHHETO B3aUMOJECHCTBUS M HACTPOMTE COOTBETCTBYIOUIUE ITpaBHIIA

MCIKCCTCBOI'O SKpaHa.



6
RU.48324255.CA-PA.001-11Y-B1.1
2. Moctyn 4epe3 VPN: s KOpPIOpPaTUBHBIX YCTAHOBOK PEKOMEHIYETCS
OpraHu3oBbIBaTh JAocTyn K CepBepy JTOKYMEHTOB TOJBKO 4eEpe3
kopriopatuBHbld VPN. PasMmemienue cepBepa ¢ NpsIMBIM JTOCTYIIOM U3

HHTCPHCTA HC pCKOMCHAYCTCA.

1.4 Iloanep:xxuBaemMble CHHEHAPUU YCTAHOBKH

I1IK CJ] nonaep’uBaeT yCTaHOBKY Ha CJIEIYIOIINX IIaThopMax:
e Linux (RedOS, Alt Linux, Astra Linux, Debian );

e Docker (muctpudytus Linux amd64);

e  Windows Server (2019 x64/Windows Server 2022).

1.5 O0mas pyHKIHMOHAJIBHOCTH CEpBEpa

[TIK CJI — T0 oducHBII makeT 1t padOThl OHJIAKH, KOTOPHIN BKIIIOYACT:

e PenakTop TEKCTOBBIX TOKYMEHTOB;

e PenakTop 3EKTPOHHBIX TAOJIHILL;

e Penaxkrop npeseHranui;

e (CoOBMECTHOE PENAKTUPOBAHUE JOKYMEHTOB B PEAIbHOM BPEMEHU;

o [loanepxky Bcex momyssipubix ¢popmaro: DOC, DOCX, TXT, ODT, RTF,
ODP, EPUB, ODS, XLS, XLSX, CSV, PPTX, HTML,;

o [loanepxxky neporiudos.

[Tpu unTerpanuu ¢ CepBepoM J10KYMEHTOB JIOCTYIIHBIL:

e CoBMeCTHBII 1OCTyM K ¢aiinam;

e YmpasiieHHE [TPaBaMHU JOCTYIIA K JOKYMEHTaM;

e BcrpanBaHWE TOKYMEHTOB B CAMT;

e IlpocMoTp U penakTupoBaHue (ASIOB, COXPAaHEHHBIX B CTOPOHHHX

cepsucax (Yandex.Disk, Mail.Ru JIuck, owncloud, Nextcloud).
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2. CHUCTEMHBIE TPEBOBAHUA

2.1 AnmaparHble TPe0OOBAHUA

Huxe npuBenensl koHburypauuum miua mratHod  pabotel  CepBepa
nokymeHToB. Jlns cucrem c rpaduueckum wuHTepdeiicom (GUI) pexomenmyercs
MPUIEPKUBATHCS PEKOMEHTyEMBIX TPEOOBAHUIA.

MuHnuManbHble TpeOOBaHUS:

e [lIpoueccop: pekomenayercs 2 sapa.

e OmneparuBHas namsTh: pekomenayercs ot 6 ['b.

e (CBoOoaHoe MecTo Ha )xecTkoM aucke: ot 40 I'b.

PexomeHnyemble (1 cTaOUIIbHOM pabOThI 1O HArPY3KOH):

e [Iporeccop: 4 anpa u 6oiiee.

e OmneparusHas namsathb: 8§ I'b u Gonee.

e (CBoOoaHoOe MecTo Ha xecTkoM aucke: ot 40 I'b.

\J
# Tlpumeuanue

[IpuBeneHHble KOH(Urypaluu TMO3BOJSIOT BBIMNOJIHUTH YCTAHOBKY U OOECHEYUTh
0a30By10 (PyHKIIMOHAIBHOCTb.

Jns cucrem ¢ rpaduueckum nuntepdeiicom (GUI), Takux kak Alt Linux, pekomenayercs
NPUIEPKUBATHCS PEKOMEHIyEMBIX TpeOOBaHUN AJIsl TPEIOTBPAILCHUS HEXBATKH
pecypcoB B IpoLiECCe YCTAaHOBKH U MOCIeayoLei paOoTel. PeanbHas Harpy3ka Ha cepep
3aBHCHT OT KOJIMYECTBA, TUIIA U Pa3MeEpPa OTHOBPEMEHHO PEIAKTUPYEMBIX JOKYMEHTOB.

Hns pasBeprteiBanusi B cpeae  Docker TpeGoBanus Kk pecypcam
MacIITaOUPYIOTCS B 3aBUCHUMOCTH OT OXHJAEMOT0 KOJIMYECTBA OJHOBPEMEHHBIX

nosib3oBarenen (Tabnuua 1).

Tab6aunua 1 — TpeboBanus nias Docker

KomnyecTBo 0THOBpEMEHHBIX

. MuHuManbHas anmnapaTtHas KOH(QUTYpalys cepBepa
AKTUBHBIX I10JIb30BATENEH

Onnosinepusiil mpoueccop Intel Sandy Bridge ¢ TakToBoi

menee 100 gactoroi 2.8 ITu wmm nydme, 2 ['6 omepaTuBHOM
namsiT, 40 I'6 cBOOOJHOTrO MeCTa Ha KECTKOM JUCKE
100-200 IByxbsaepueiii npoueccop Intel Sandy Bridge c

takToBOoM dyactorod 2.8 ITun wmm nayume, 2 [0
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KomnyecTBo 0THOBpEMEHHBIX

. MuHnuManbHas anmnapaTtHas KOH(UTYpalus cepBepa
AKTUBHBIX I10JIb30BATENIECH

ornepatuBHoW mamsAtu, 80 ['0 cBoOogHOro Mmecra Ha

KECTKOM JTUCKE

Yetsipexbsaepubiii mporeccop Intel Sandy Bridge ¢
200-400 TakToBOl wacrotod 2.8 ITu wmm nyume, 4 106

omepaTuBHOW mamsaTH, 160 I'6G cBoOogHOrO Mecta Ha

KECTKOM JTUCKE

2.2 TpeOoBanus K nonojaHureabuomy IO

PCKOMGHI{YGMBIG BCPCHUHU 3aBUCHUMOCTEHU AJIS1 pa3HBIX I[I/ICTpI/I6YTI/IBOB2

RedOS:

e PostgreSQL 12.22;
e nginx 1.28;

e Redis 7.4;

e FErlang 14.2.

Astra Linux, Debian:
e PostgreSQL 11.22;
e nginx 1.26;

e Redis 7.0;

e Erlang 22 10.6;

e RabbitMQ 3.13.

Alt Linux:

e PostgreSQL 12.22;
e nginx 1.26;

e Redis 6.2;

e Erlang 26 14.2.

Windows:

e PostgreSQL 15.3 wnu OGosnee mo3Hss Bepcus;
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e Redis 5.0.14.1;
e Erlang/OTP 26.0;
e RabbitMQ 3.11.18.
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3. MMOAT'OTOBKA K YCTAHOBKE

3.1 IlpeaBapure/ibHbIC 1eHCTBUS

[lepen ycranoBkoit CepBepa J0KYMEHTOB HEOOXOAUMO:

e OmnpenenuTs ONEPALMOHHYIO CUCTEMY W BEPCHIO, Ha KOTOpYylO Oyner
IIPOU3BOJIUTHCS YCTAHOBKA.

e [IpoBepuTh COOTBETCTBHUE amNnapaTHbIM TPEOOBAHUSIM.

e VYcraHoButh HeoOxomumbie 3aBucumoctu (PostgreSQL, Redis, RabbitMQ,

Nginx, Erlang).

\J
# Tlpumeuanue

Jlis Bcex ITUCTpUOYTHMBOB YCTAaHOBKA J0ONOJHUTENBbHOTO [IO BBINOJHSETCS BPY4YHYIO.
ABTOMaTHUECKasi yCTAaHOBKA HE MPEAyCMOTpEHA.

3.2 Hacrpoiika cereBbIX IapaMeTPOB U OPTOB

[To ymonuanuto CepBep 10KYMEHTOB HCIIOIb3YET:

e [lopt 80 (HTTP),

e Tlopt 443 (HTTPS npu Hactpoiike ¢ ucnoib3oBanuem ceprudukara SSL).

Bo wu3bexanue KOHQIMUKTOB TMOPTOB PEKOMEHAYETCA IPEABAPUTEIBHO
IPOBEPUTH UX JAOCTYNHOCTh HA CEPBEPE U BHECTU U3MEHEHMs B KOHPUTypaLUIo, €CIIU
HeoOxoaumo. s obecnieyeHus: JOCTyIa M3 BHEIIHEW ceTu moTpedyeTrcss HacTpoiika

MpaBUI MEKCEeTeBOro kpana (firewall).
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4. YCTAHOBKA HA OC LINUX

4.1 YcranoBka Ha Astra Linux, Debian
4.1.1 IlpeaBapuresbHbIe JeHCTBUA U YCTAHOBKA 3aBUCUMOCTEH

JloGaBieHue peno3uTopus U Kirouen

OO6HOBHTE MEHEKEP IMAKETOB U YCTaHOBHUTE curl:

sudo apt update && sudo apt install curl -y
Jas Bepenu P7-O¢uc 7.4.0.112 nian nuxe:

Jlo6aBbTE PEIIO3UTOPUIA:

echo "deb https://download.r7-office.ru/repo/debian squeeze main"
tee /etc/apt/sources.list.d/r7-office.list

Jlo6aBbTe KIIHOY PENO3UTOPUSL:

curl -s https://download.r7-office.ru/repo/gpgkey/r7-office.gpg.key |
apt-key add -
Jas Bepenu P7-O¢uc 2024.1.1-375 nian Bbile:

Job6aBbTe u HacTpoute kiod GPG:

sudo curl -s https://download.r7-office.ru/repos/RPM-GPG-KEY-R7-
OFFICE.public | sudo gpg --no-default-keyring --keyring gnupg-
ring:/etc/apt/trusted.gpg.d/r7.gpg --import && sudo chmod 644
/etc/apt/trusted.gpg.d/r7.gpg

Jlo6aBbTE PEIO3UTOPUIA:

sudo echo "deb https://downloads.r7-office.ru/repository/r7-server-apt/ r7

main" | sudo tee /etc/apt/sources.list.d/r7server.list
Hacrpoiika ayreHTudukanuu 1yist 10CTyma K perno3uTOPHIO:

Cozmaiite daiin s aBropusanuu (ecnu  aupexkTopus /etc/apt/auth.conf.d

CYILIECTBYET):

sudo vi /etc/apt/auth.conf.d/r7server.conf

Ecau qupexropuu /etc/apt/auth.conf.d uer, orpenakrupyiite daiin:
sudo vi /etc/apt/auth.conf

Jlo6aBbTe B (hail1 clenyromue JaHHbIC:

machine downloads.r7-office.ru

login server
password KwmuQmOzuFIwSwcJIsL3zb

Ha3naubTe KOppeKTHbIE pa3peleHus Juis aiina:

sudo chmod 600 /etc/apt/auth.conf.d/r7server.conf

WNnu, ecim ucnions3oBancs /etc/apt/auth. conf:
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sudo chmod 600 /etc/apt/auth.conf

IIpumennTe u3MeHeHus:

sudo apt update

VYcraHoBka 1 6a30Basi HACTPOMKa 3aBUCUMOCTEN

1. ¥YcranoBute PostgreSQL u coznaiite b/[ u monb3oBaTens:

sudo apt-get install postgresql

sudo -1 -u postgres psql -c "CREATE USER r7office WITH password
'r7o0ffice’;"

sudo -1 -u postgres psql -c "CREATE DATABASE r7office OWNER r7office;"
sudo -1 -u postgres psql -c "GRANT ALL privileges ON DATABASE r7office TO
r7office;"

2. Ycranoute RabbitMQ:

HpOBCpLTC AOCTYIIHBIC BCPCUHU U3 IMOAKIHOYCHHBIX PCIIO3UTOPUCB:

apt-cache policy rabbitmg-server
Bri6eprTe MakcCHUMaJIbHO JIOCTYITHYIO 3 BEPCHIO, HE TIOIJIEPKUBAETCS 4 BEpCHSI.

[Ipumep KoMaHIbL:

sudo apt-get install "rabbitmg-server=3.*"
3. VYcranosure NGINX:

sudo apt-get install nginx-extras
Vcranosute Redis:

sudo apt-get install redis-server

4. TlpenaputensHo HacTpoiiTe nmapamerpsl b/l uepes debconf:

e YcTtaHOBUTE NMapoib nojap3oBarens b1

sudo echo r7-office-documentserver-ee ds/db-pwd select r7office | sudo

debconf-set-selections
e YcraHoBuTe UM noib3oBarens b/l:

sudo echo r7-office-documentserver-ee ds/db-user select r7office | sudo
debconf-set-selections

e VYcraHoBUTE UM 0a3bl JaHHBIX:

sudo echo r7-office-documentserver-ee ds/db-name select r7office | sudo

debconf-set-selections

\J
# Tlpumeuanue

Ecnu Bo3Hukaer ommoOka «unable to resolve hosty», no6assre B /etc/hosts umsa
xocra Ha 127.0.0.1, noxyueHnHoe u3 komanasl hostname.
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4.1.2 HcnoJb30BaHHEe HECTAHAAPTHOIO MOPTA
[Io ymomuyanuro CepBep [I0KYyMeHTOB wucnoib3yer nopt 80. [l ero

HU3MCHCHMUA I/ICHOJ'II)3YI\/'ITG KOMaHy:

debconf-set-selections

echo r7-office-documentserver-ee r7-office/ds-port select <PORT_NUMBER> |

sudo debconf-set-selections
3amenute <PORT_NUMBER> Ha HOMEp HY>KHOTO IOpTA.

Jns nepexona Ha HTTPS He ncnonib3yiiTe 3Ty KOMaHy AJis YCTAHOBKHU IOPTa

443. Cnenyite oTAeIbHON MHCTpYKIIUK 110 HacTporike HTTPS (cm. m. 7).

4.1.3 YcranoBka CepBepa 10KyMEHTOB
[Taker APT cobpan mis nuctpubytuBa Debian Squeeze, HO OH coBMecTHM C
psaoM npou3BoAHBIX Debian, a 3HAUUT MOKHO HMCIIOJIB30BATh OJIMH PEMIOZUTOPHMA IS

BCEX 3TUX JUCTPUOYTHUBOB.

OOHOBHTE KAIII MEHEIXKEpa MaKeTOB:

sudo apt-get update

VYcranosute CepBep 10KYMEHTOB

sudo apt-get install r7-office-documentserver-ee

Komannpe! 115 mpoBepkH craryca padboTel CepBepa 10KYMEHTOB:

sudo systemctl status ds-docservice.service
sudo systemctl status ds-converter.service
sudo systemctl status ds-metrics.service

[ns CepBepa 1OKYMEHTOB 110 Bepcun 7.3.3 ¥ HHMXKE, UCTIOJIB3YUTE CIEIYIOIIUE

KOMaH/bI:

sudo service supervisord status

4.1.4 JlonmosHUTEIbHBbIE MApaMeTPbl YCTAHOBKH (4epe3 debconf)

[lepen ycranoBkoi makera (apt-get install) MoOXHO mNpenyCTaHOBUTH
JOTIOTHUTENIbHBIC TTAPaMETPhI JJI1 HECTaHJAPTHBIX KOH(MUTYpaLIUH.

IHapamerpsl PostgreSQL

e Xoct B/l (3amenute <DB_HOST>):

echo r7-office-documentserver-ee ds/db-host string <DB_HOST> | sudo

debconf-set-selections
e [Ilapoas B/l (3amenute <DB_PASSWORD>):
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echo r7-office-documentserver-ee ds/db-pwd password <DB_PASSWORD> | sudo

debconf-set-selections
e Umsa B/l (3amenute <DB_NAME>):

echo r7-office-documentserver-ee ds/db-name string <DB_NAME> | sudo
debconf-set-selections

ITapametpsl RabbitMQ

e Xoct RabbitMQ (3amenute <RABBITMQ_ HOST>):

r7-office-documentserver-ee ds/rabbitmg-host string <RABBITMQ HOST> |
debconf-set-selections

e [loan3oBaresar RabbitMQ (3amenute <RABBITMQ USER>):

r7-office-documentserver-ee ds/rabbitmg-user string <RABBITMQ USER> |
debconf-set-selections

e [Ilapoan RabbitMQ (3amenute <RABBITMQ_PWD>):

r7-office-documentserver-ee ds/rabbitmg-pwd password <RABBITMQ PWD> |

debconf-set-selections

4.1.5 Perucrpanus JULEH3UU
Jlnia peructpauuu auieH3uu nomecture ¢ain license. lic B karanor:

/var/www/r7-office/Data/license.lic

\J
# Tlpumeuanue

Wms daitna noimkHO OBITE cTporo license.lic.

\J
# Tlpumeuanue

[Tocne ycraHoBkM A uHTerpauuu ¢ KoprnopaTUBHBIM cepBepoM M OOECIIeYeHHUs MOJHOM
(YyHKIIMOHATEHOCTH (0COOCHHO 1)1 Bepcuid 7.3.3 W HMKE) HACTOSTEIBHO PEKOMEHIYETCS
Hactpouts HTTPS-coenunenue mexay cepBepaMH, Kak OINMCAHO B OOIIMX pasaenax
PYKOBOJICTBA.

4.2 YcranoBka Ha RedOS

4.2.1 IlpeaBapure/ibHbIe JeHCTBUSA U YCTAHOBKA 3aBUCUMOCTEH
Ycranosure NGINX:

sudo yum install nginx

Ycranosute penozutopuit EPEL (ns RedOS 8.0):
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sudo yum install epel-release

Otpenaktupyiite koHpurypaunonusiii gpain NGINX /etc/nginx/nginx.conf:

user nginx;
worker processes 1;
Bepcua 2025.3.1.923or_log /var/log/nginx/error.log warn;
pid /var/run/nginx.pid;
events {
worker_connections 1024;
}
http {
include /etc/nginx/mime.types;
default_type application/octet-stream;
log format main '$remote _addr - $remote_user [$time local] "$request”
'$status $body bytes sent "$http referer" '
""$http_user_agent" "$http_x_forwarded for"';
access_log /var/log/nginx/access.log main;
sendfile on;
keepalive_timeout 65;
include /etc/nginx/conf.d/*.conf;

VYcranosute PostgreSQL:

sudo yum install postgresql postgresqgl-server
Nunnnanusupyiite 6a3y TaHHBIX:

sudo service postgresql initdb

Job6aBbTe B aBTO3arpy3ky b/I:

sudo chkconfig postgresql on

Hactpoiite ayrentudukanuto B daiine /var/lib/pgsql/data/pg hba.conf:

e Haiigute ctpoky host all all 127.0.0.1/32 ident u 3amenuTte Ha:
host all all 127.0.0.1/32 trust

e Haiigure crpoky host all all ::1/128 ident u 3amenute Ha: host

all all ::1/128 trust

[Tepesanyctute PostgreSQL:
sudo service postgresql restart

Coznaiite 6a3y TaHHBIX U MMOJIb30BATEIIS:

cd /tmp
sudo -u postgres psql -c "CREATE USER r7office WITH password 'r7office’;"

sudo -u postgres psql -c "CREATE DATABASE r7office OWNER r7office;"
sudo -u postgres psql -c "GRANT ALL privileges ON DATABASE r7office TO
r7office;"

VYcranosure Redis:
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yum install redis

service redis start
systemctl enable redis

VYcranoBute RabbitMQ:

yum install 'rabbitmg-server-3.*'
service rabbitmg-server start
systemctl enable rabbitmg-server

4.2.2 Hcnojb30BaHHe HECTAHIAPTHOIO MOPTA

I[J'I}I CMCHBI ITOPTAa I10 YMOJIYAHUIO BBIIIOJIHUTC

export DS_PORT=<PORT_NUMBER>

I'me <PORT_NUMBER> — HOMEp mOopTa, KOTOPBIM OYIeT NCIIOIB30BaATHCS.

4.2.3 [loOaBJieHHEe Peno3UTOPHUS U YCTAHOBKA

Jns ycranoBku Bepcuu 7.4.0.112 u HUKE BBITTOTHUTE KOMAHBI:

yum config-manager --add-repo https://download.r7-
office.ru/repo/centos/main/noarch

cd /etc/pki/rpm-gpg/

wget https://download.r7-office.ru/repo/gpgkey/r7-office.gpg.key
echo "gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/r7-office.gpg.key" >>
/etc/yum.repos.d/download.r7-office.ru_repo_centos_main_noarch.repo
yum update

Jns ycranoBku Bepcun 2024.1.1-375 u Bolue:

OTkpoiite aitn Ha peTaKTUPOBAHKE:

sudo nano /etc/yum.repos.d/r7server.repo

Jlo6aBbTe CleqyIOMUNA TEKCT:

[r7server]

name=r7server
baseurl=https://downloads.r7-office.ru/repository/r7-server-yum/
enabled=1

gpgcheck=1
gpgkey=https://download.r7-office.ru/repos/RPM-GPG-KEY-R7-0OFFICE.public
sslverify=1

username=server

password=KwmuQmOzuFIwSwcJIsL3zb

OOHOBHTE CITMCOK PCIIO3UTOPHUCB C IMOATPYIKACMBIMH JaHHBIMU !

sudo yum makecache

I[J'ISI YCTAaHOBKH BBIIIOJIHUTC!

yum install r7-office-documentserver-ee
3anmyCcTUTE CEPBUCHI:
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systemctl start ds-docservice.service
systemctl start ds-converter.service
systemctl start ds-metrics.service
systemctl enable ds-docservice.service

systemctl enable ds-converter.service
systemctl enable ds-metrics.service
systemctl start nginx.service
systemctl enable nginx.service

4.2.4 Hacrpoiika

3amycTuTe CKpUNT KOH(DHUTypaIin:

bash documentserver-configure.sh

Hcnonp3ylite mapameTpsl MOAKIIOYEHMS, YKa3aHHbl B H. 4.3.7 HacTOALIETO

PYKOBOJICTBA.

J106aBbTE UCKITFOUECHHE MEKCETEBOTO IKPaHA:

sudo firewall-cmd --zone=public --add-port=80/tcp --permanent

sudo firewall-cmd --reload
Otxmounte SELinux, BwITOJHUB JeiicTtBua u3 1. 4.3.8 HACTOSIIETO

PYKOBOJICTBA.

4.2.5 Perucrpanus JULEH3UU
Jns perucTpanyvu JNMIEH3UM BBINOJHUTE JAEUCTBUs, onucaHHeie B 1. 4.3.9

HACTOSIIEr0 pyKOBOJICTBA.

4.3 Ycranoska Ha Alt Linux

[Tponecc ycranoBku Ha Alt Linux nMeeT 3HaYUTENbHbIE OTIUYHS OT YCTAaHOBKHU
Ha Jpyrue auctpuOyTuBbl Linux mH3-3a OCOOCHHOCTEM YIpaBiEHHMs NakeTaMu U
HAaCTPOMKHM 3aBUCUMOCTEN. B TaHHOM paszene onucaHa IojgHas npoueaypa yCTaHOBKH

st Alt Linux.

4.3.1 YcraHoBKa 3aBHCHMOCTENH
[lepen ycranoBkoii CepBepa J0OKYMEHTOB TIOTpeOyeTCsl yCTAHOBHTH

HCKOTOPBIC 3aBUCHUMOCTH. Breimonnute CJICAYHOIIYIO KOMaH/ay:

sudo apt-get install -y xorg-x11l-font-utils cabextract
Ycranosutre NGINX:
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sudo apt-get install nginx

[Tocne 3TOTO OTPEAKTUPYUTE KOH()UT'ypallMOHHBIN (aiin
NGINX /etc/nginx/nginx.conf, 94To0bl OH BBITISAAET CISAYIOIINM 00pa3oMm:

# load dynamic nginx modules

include /etc/nginx/modules-enabled.d/*.conf;
# see http://nginx.net for info & docs
worker_processes auto;

error_log /var/log/nginx/error.log;

events {

worker_connections 1024;

}
include /etc/nginx/conf-enabled.d/*.conf;

http {

proxy_temp_path /var/spool/nginx/tmp/proxy;

fastcgi temp_path /var/spool/nginx/tmp/fastcgi;
client_body_temp_path /var/spool/nginx/tmp/client;

include /etc/nginx/mime.types;

default_type application/octet-stream;

sendfile on;

gzip on;

# text/html doesn't need to be defined there, it's compressed always
gzip_ types text/plain text/css text/xml application/x-javascript
application/atom+xml;

# gzip_comp_level 9;

include /etc/nginx/sites-enabled.d/*.conf;

OOHOBUTE MEHEIKEP MMAKETOB:

sudo apt-get install postgresqll2 postgresqll2-server

4.3.2 YcraHoBka u HacTpoiika PostgreSQL

Ycranosure Bepeuto PostgreSQL, npy BEIMOJIHEHUMU KOMAaH/IbI:

sudo apt-get install postgresqll2 postgresqll2-server

Br16epere He0OX0AMMYIO BEPCHUIO U3 MPEIOKEHHOTO CIIUCKA MTaKETOB.

Ecau Bbl XOTHUTE yCTaHOBHUTH Apyryro Bepcuro PostgreSQL u3 penosutopus
PostgreSQL, oOpatutrech 3a JIONMOJHUTENBHOM uHOpManuedn K odUIMATBLHON
nokymentanuu PostgreSQL.

Nuunnanusupyiite 6a3y nanubix PostgreSQL

sudo /etc/init.d/postgresql initdb
[TpoBepbTe BKIIIOUEH M METO ayTeHTH(PUKAIMK «trusty it aapeca localhost B

dbopmarte I1Pv4 u IPv6: Otk
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poiite dain /var/li b/pgsql/data/pg_hba.conf B TekcroBOoM

penakrope:

vi /var/lib/pgsql/data/pg_hba.con

.F
[Ipumep:

# "local" is for Unix domain socket connections only

local all

all trust

# IPv4 local connections:

host all all 127.0.0.1/32 ident Ha
trust

# IPv6 local connections:

host all all ::1/128 ident Ha
trust

# Allow replication connections from localhost, by a user with the

# replication privilege.

local replication all trust
host replication all 127.0.0.1/32 trust
host replication all ::1/128 trust

[Iepesanyctute cepBuc PostgreSQL:

sudo systemctl restart postgresql
sudo systemctl enable postgresql

Co3paiite 6a3y naHHBIX U nonb3oBarens PostgreSQL:

[lonp3oBareneM © TapojieM JJsl CO3/JaHHOW 0a3bl JaHHBIX JOJDKHBI OBITh
r7office.

CHayana BBIIIOJHUTE KOMaHAY JUIsl NPEJOTBpAIICHUS CHUTyallMd, KOTJa MpH
3alycKe OT MMEHHU CYIepIoyib3oBaTens BbIIaéTcsi coodmenue could not change
directory to «/root».:

cd /tmp

ITocne sToro HCO6XOI[I/IMO C031aThb 6a3y JAaHHBIX U ITOJIB30BATCIIA:

sudo -u postgres psql -c "CREATE USER r7office WITH password 'r7office’;"
sudo -u postgres psql -c "CREATE DATABASE r7office OWNER r7office;"

sudo -u postgres psql -c "GRANT ALL privileges ON DATABASE r7office TO
r7office;"

4.3.3 Ycranoska Redis

sudo apt-get install redis

3anycrtute cepBuc redis U 100aBbTE €ro B aBTO3arpy3Ky:
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sudo systemctl start redis
sudo systemctl enable redis

4.3.4 YcranoBka RabbitMQedis
sudo apt-get install rabbitmg-server

3anycTtute cepBuc rabbitmqg u 1o6aBbTE €ro B aBTO3arpy3Ky:

sudo systemctl start rabbitmq
sudo systemctl enable rabbitmq

4.3.5 Jlo0aB/jieHHe PenO3UTOPHS U YCTAHOBKA
Jlo6aBbTe pemno3utopuii CepBepa JOKYMEHTOB C IIOMOIIBIO CIIETYIOIIAX
KOMAaH]/I;

[ns Bepcun 7.4.0.112 unu Hrxe

apt-repo add "rpm http://download.r7-office.ru/repo/ALTLinux/p9 noarch r7-

office"
apt-get update
Hns Bepcun 2024.1.1-375 wnu Bblle

YcraHnoBute JOITIOJIHUTCIIBbHBIC ITaKCThI

apt-get update && apt-get install ca-certificates apt-https

Jlo0aBbTE peno3uTopHii

apt-repo add "rpm https://alt-repo.r7-office.ru r7server/x86 64 r7server”

apt-get update
Jns ycranoBku CepBepa 10KYMEHTOB BBITIOJIHUTE CJICAYIONIYIO KOMaHIY:

apt-get install r7-office-documentserver-ee
3anmycTUTE 3aBUCHUMbIEC CEPBUCHI U I00aBbTE X B aBTO3arpy3KYy:

systemctl start ds-docservice.service
systemctl start ds-converter.service
systemctl start ds-metrics.service

systemctl enable ds-docservice.service
systemctl enable ds-converter.service
systemctl enable ds-metrics.service

systemctl start nginx.service
systemctl enable nginx.service

[ns CepBepa 1OKYMEHTOB 110 Bepcun 7.3.3 ¥ HHMXKE, UCTIOJIB3YUTE CIEIYIOIINE

KOMaH/bI:
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service supervisord start
systemctl enable supervisord

systemctl start nginx.service
systemctl enable nginx.service

[Tocie atoro CepBep MOKyMeHTOB OyJeT 3amylleH Kak npoiecc. [laker Oyner

OOHOBJISITHCSA, KaK JIIOOOU JPYToi rpm-naKer.

4.3.6 Cmena nopra

[Io ymomyanuro CepBep NOKYMEHTOB CIYIIA€T BXOIAIINE COCOUHEHHS Ha
nopty 80. Haunnas ¢ Bepcuu 4.3 MOKHO cMeHUTh nTopT Uit CepBepa 10KYMEHTOB B
Clly4ae, €CIM IUIAHUPYETCs HCIIOJIb30BaTh €ro BMECTO TOr0, KOTOPBIM HIET IIO
YMOJIYAHHUIO.

Ecnu MeHsere mopT MO yMOJNYaHUIO, YOEAMTECh, YTO OH OTKPBIT IS
UCXOJISAIIUX/BXOIAIUX coeMHeHHI. [locMOTpuTe MONHBINA CMHCOK MOPTOB, KOTOPHIE
ucnonbp3yrTcs CepBepoM T0KYMEHTOB.

Jns aToro Tpedyercss OTpeJakTHUpOBaTh NEepeMEeHHYI0 Okpykenust DS_PORT c

IIOMOIIIBIO KOMAaHABI:

declare -x DS_PORT=8083

Bmecto <DS_PORT=8083> B KOMaHj/i¢ BBIIlIE HEOOXOIWMO BIHCATh HOMED
opTa, KOTOPbIH OyIE€T UCTI0JIb30BATHCS.

Hns  wactpoitku paborsl 1no HTTPS-nporokomy cm. m. 7 HacTosiero
PYKOBOJICTBA.

[Tocne 3TOro MOKHO MPOJOJKATH HACTPOUKY.

4.3.7 Hacrpoiika
3anmycTuTe CKpUNT KOHPUTYpaLun

3anycrure ckpunt documentserver-configure.sh:

bash documentserver-configure.sh
byner npennoxeHo yka3ath napamerpsl noakiatodeHusa k PostgreSQL, Redis u

RabbitMQ. Mcnons3yiiTe cieayonme JaHHbIC:
Jus PostgreSQL:

e Host: localhost
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e Database: r7office
o User: r7office

o Password: r7office
s Redis:

e Host: localhost
Hast AMQP:

e Host: /ocalhost

e User: guest

o Password: guest

4.3.8 Otkiaouenune SELinux

Hauunas ¢ Bepcuu 5.0 CepBep MOKYMEHTOB HE MOJJIEPKUBAET padOTy C
BKitoUeHHBIM SELinux. Jlyi1 KoppeKTHOW paboThl HEOOX0aAUMO OTKIOYUTh SELinux
CIIeAYIOIIMM 00pa3om:

1. Ortkpoiite daiin /etc/selinux/config B 11000M TEKCTOBOM peaKTOpE.

2. Haitnute ctpoky SELINUX=enforcing unu SELINUX=permissive.

3. 3amenure ee Ha: SELINUX=disabled.

4. CoxpaHHUTE U3MEHECHUS.

[Iepe3arpy3surte cepBep i NPUMEHEHUS U3MEHCHUM:

[Tocne mepe3arpy3ku MOKHO MTPOBEPUTH cTaTyc SELIinuxX koMaH0i:

sestatus

B pesynbraTe nomkHo otoOpaxkarbes: SELinux status: disabled.

[Tocie BeIMOTHEHMs] ATUX JelcTBUH MokHO BBectH http://localhost B
aJpeCHOM CTpoKe Opay3epa, 9TOOBI OTKPHITH CTPAHMITY TPUBETCTBUS C JTaIbHCHITUMU
WHCTPYKIIUSIMUA O TOM, KaK TOJKIIIOYUTHh MPUMEPHI JOKYMEHTOB WJIM MHTETPUPOBATH

OHJIAMH-PEIaKTOPHI B BEO-MpuitokeHre ¢ momoriso APIL.


http://localhost
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4.3.9 Perucrpanus JULEH3UU

[Tocne mpuobperenust P7-O¢uc. Ilpodeccuonanbuplii. CepBep 10KyMEHTOB
BBl monyuute ¢ain license.lic. J[ng akTuBamuu MoJHOW BEPCUH MPOAYKTA ATOT
¢baiin Heo0X0IMMO Pa3MECTUTh B €r0 MHCTAJUISIIITUOHHON JUPEKTOPHUH.

B cinywae ucnosb3oBanus auctpuOytuBoB Linux Ha 6aze Red Hat, ¢aiin
license.lic cnemyeTr cKOMMPOBaTh B CIACAYIOITYIO TAMKY:
/var/www/r7-office/Data/license.lic

OOpature BHHMaHue: Wms ¢aiina nUIEeH3UUM JOMKHO OBITH  CTPOTO
license.lic.

[Tocme  BbIMOJIHEHWMA  ATUX  JedcTBUM  Bama  Bepcus  P7-Oduc.
IMpodeccnonanbupiii. CepBep M0KYMEHTOB OyJIeT 3aperucTpUpOBaHA U TOTYUHUT

JOCTYII KO BCeMy (DYHKIIMOHATY.
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5. YCTAHOBKA C UCITIOJIB3OBAHUEM DOCKER

[lepen ycranoBkoii CepBepa [J0KYMEHTOB HEOOXOJMMO YCTaHOBUTH

nocienHio Bepcuto Docker.

5.1 OO0mme pekoMeHIAIUN

e Jlnsa ycraHoBku Ha Astra Linux 1.8.1 Bocmosib3yHTeCh MHCTPYKIIMEH C
o(HUIIHATIBHOTO caura Astra Linux
(https://wiki.astralinux.ru/pages/viewpage.action?pageld=57444684).

o Jlna ycranoBku Ha Alt Linux 11K Bocnonb3yWTech HHCTPYKIHUEH C
odpunmanbHoro canta Alt Linux (https://www.altlinux.org/Docker).

e Jlna ycranoBku Ha PEJl OC 8.0 (mpomyctuB maru co3gaHus 0a30BOIO
o0Opaza) BOCIHOJIB3YHTECh MHCTpYKUMEW ¢ oduuuanbHoro caita PEJ[ OC
(https://redos.red-soft.ru/base/redos-7_3/7_3-administation/7_3-

containers/7_3-docker-install/?sphrase_id=526508).

5.2 Hacrpoiika DNS

B Docker no ymonuanuto ykazanel DNS-cepBepsl Google (8.8.8.8). Ecnu Bai
cepBep He Oyner uMmeTh goctyna B MaTepHeT, 3amennte DNS-aapec Ha agpec Bamiero
nokanbHOro DNS-cepBepa:

Jns cuctem Ha ocHoBe Debian orpenaktupyiite ¢aiin /etc/default/docker:

docker OPTS="--dns <Baw_dns_agpec>"
His cuctem Ha ocHoBe RPM (CentOS) daitn xoHpUTrypauum HaxoAUTCS MO MyTH:

etc/docker/daemon.json

5.3 YcraHoBka
[Tocne ycranoBku Docker BbITTOTHUTE ClEAYIONIHE MIATH:

1. AyreHTudukanus B peno3uTOpUH:

docker login -u r7-repo -p iXPVtQPQZvaxté6uG https://downloads.r7-

office.ru:9010
2. 3amyck KOHTEWHepa:


https://wiki.astralinux.ru/pages/viewpage.action?pageId=57444684
https://www.altlinux.org/Docker
https://redos.red-soft.ru/base/redos-7_3/7_3-administation/7_3-containers/7_3-docker-install/?sphrase_id=526508
https://redos.red-soft.ru/base/redos-7_3/7_3-administation/7_3-containers/7_3-docker-install/?sphrase_id=526508
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sudo docker run -i -t -d -p 80:80 --restart=always downloads.r7-

office.ru:9010/r7office/documentserver-ee:2025.3.1.923
3. CMeHa nopra 1o yMOJIYaHHUIO:

I[HSI HCITOJIB30BAHUA HCCTAHAAPTHOTO IMTOPTA UBMCHUTC KOMAHAY 3aIlyCKa:

sudo docker run -i -t -d -p <PORT_NUMBER>:80 --restart=always

downloads.r7-office.ru:9010/r7office/documentserver-ee:2025.3.1.923
rae <PORT_NUMBER> — Homep nopTa, KOTOPbIN TpeOyeTcs: UCIIOIb30BATh

5.4 CoxpaHeHHe JAHHBIX BHE KOHTEHHEPOB

Pacnosnoxkenune 1aHHBIX

JlaHHBIE XpaHATCA B CIEAYIOIMX KaTaaorax:

e /var/log/r7-office — nor-daiinsr;

e /var/www/r7-office/Data — cepruduxarsi;

e /var/lib/r7-office — xom ¢aiinos;

e /var/lib/postgresql — 6a3a maHHBIX.

HacTosaTenpHO pekoMEeHayeTCsl COXPaHATh NaHHbIe BHE KOHTeiHepoB Docker Ha
XOCT-KOMITBIOTEPE, TaK KaK 3TO IIO3BOJIIET IPU BBIXOJE HOBOM BEPCHM JIETKO
oOHOBJISITE CepBep JOKYMEHTOB O€3 MOTEePH JaHHBIX.

MoHTHpOBaHHE TOMOB

Jns monmydeHus OOCTyna K JAHHBIM HM3BHE KOHTEMHEpa HaJl0 MOHTHPOBATH
ManKy X0CTa K KOHTEHHEpY.

DT0 MOXHO c/IeflaTh, yKa3aB 3HaYEHUE apaMeTpa -V B komanjae docker run:

sudo docker run -i -t -d -p 80:80 --restart=always \
-v /app/r7-office/DocumentServer/logs:/var/log/r7-office \
-v /app/r7-office/DocumentServer/data:/var/www/r7-office/Data \

-v /app/r7-office/DocumentServer/lib:/var/lib/r7-office \
-v /app/r7-office/DocumentServer/db:/var/lib/postgresql \
downloads.r7-office.ru:9010/r7office/documentserver-ee:2025.3.1.923

\J
# Tpumeuanne

Ecam MmoHTHpyeMbIe Tanku He CYIIECTBYIOT, OHU OYIyT CO37aHbl aBTOMAaTHYE€CKH, HO MOTYT
MoTpeOOBaTh PYYHOM HACTPOMKHM IIpaB JOCTYIIA.
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5.5 Hacrpoiika HTTPS

[TonpoOHOE pPYKOBOJICTBO IO HACTPOMKE 3alIUIIEHHOIO COEAUHEHUS IS
Docker-koHTeliHepa, BKJIIOYash I'€HEPaLUI0 CEpTU(PHKATOB M MOHTUPOBAHUE TOMOB,

OIMCaHo B 1. 7.3 JaHHOI'O pPYKOBOACTBA.

5.6 AKTHBalLUA JUIECH3UU

Jlns  akTUBaMM TIOJIHOM Bepcuu TMoMectuTe (ain nunen3uu license.lic B

MOHTHPYEMYIO TUPEKTOPHIO:

sudo docker run -i -t -d -p 80:80 --restart=always \

-v /app/r7-office/DocumentServer/data:/var/www/r7-office/Data \
downloads.r7-office.ru:9010/r7office/documentserver-ee:2025.3.1.923

Ecnu ucnonssyercs konteiinep docker, daitn 1icense. 1ic MOXHO MOMECTUTh

B J100YI0 MankKy, HalpuMep:
/app/r7-office/DocumentServer/data/license.lic).

Nwms daiina nuieH3uu J0JKHO ObITh cTporo license.lic.
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YCTAHOBKA HA WINDOWS SERVER

6.1 OOummMe peKOMEHIAUN MO0 YCTAHOBKE

VYcTaHOBKY BCeX KOMIIOHEHTOB M JAUCTPUOYTHBOB MPOrPAMMHOTO O0ECIICYEHUS

H€O6XOI[I/IMO MMpOU3BOAUTL MCKIKOYUTCIBHO OT HWMCHHU AI[MI/IHI/ICTpaTOpa. 910

TpC6OBaHI/I€ SABJIIETCSI 00S3aTCIBHBIM JJIA oOecneueHus KOppeKTHOﬁ pa6OTI>I BCCX

CITY>K0 ¥ KOMIIOHEHTOB CUCTEMBI.

[lepen HayanoM yCTaHOBKH YO€IUTECH, UTO:

VYcraHoBka HEOOXOAMMBIX KOMIIOHEHTOBlICIIONb3yeTcsl moaaepKuBaecMast
cepBepHas ornepannonHas cucrema (Windows Server 2019 x64 /2022).
Cucrtema COOTBETCTBYET amnmapaTHbIM TpeOOBaHWSAM, YKa3aHHBIM B 1. 2.1
HACTOSIIIIETO PYKOBOJCTBA.

Nmerorcst mpaBa  aAMUHUCTpAaTOpa Ha  YCTAHOBKY  MPOTPAMMHOIO
obecrieueHusl.

JloctymmHO ~ CcTaOWIBbHOE ~ MHTEPHET-TIOJNKIIOYEHHE  JUIS  3arpy3Ku
HEO0OXOIUMBIX KOMIIOHEHTOB.

Bce neoOxoaumbie nononHuTeNbHBIE kommoHeHTHI (PostgreSQL, Redis,

Erlang, RabbitMQ) OyyT ycTaHOBIEHBI 3apaHee.

6.1.1 IIpexBapuTesibHAsI MOATOTOBKA CHCTEMBbI

Hcnoab3zyembie quctpudyrussl 1O:

PostgreSQL Version 15.3
Redis for Windows 5.0.14.1
Erlang/OTP 26.0
RabbitMQ server 3.11.18

OI[III/IOHaJII)H])Ie KOMIIOHCHTBI:

Visual Studio 2013 apxurexktypa X64 Bepcus 12.0.40664.0
Visual Studio 2015-2022 apxutekrypa X64 Bepcus 14.36.32532
Visual Studio 2015-2022 apxutektypa X86 Bepcus 14.36.3253
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6.1.2 YcranoBka u HacTpoiika PostgreSQL
[Ipouecc ycTaHOBKU:
1. CkauaiiTe u 3anyctute ycraHoBIIUK PostgreSQL
2. B nporecce ycTaHOBKM HEOOXOAMMO 3a/1aTh MapOJib CYNEPIOIb30BATENs
(postgres) (Pucynoxk 1).

3. 3aBeplINTe YCTAHOBKY, CIEAYSI HHCTPYKUUAM MacTepa yCTaHOBKHU

Setup —lamtl el
B
Password — \>
N
Please provide a password for the database superuser (postgres).
Password
Retype password
| < Back ‘ ‘ Mext > | ‘ Cancel

Pucynok 1 — IIapoas CynepnoJib3oBaresis

Co3nanue 0a3bl JAHHBIX U N0JIb30BATEJIA:
[Tocne ycnemnoi ycranoBku PostgreSQL HeoOxoaumo co3nath 0a3y NaHHBIX U
nosib3oBarens. 3amyctute KOMaHAHYIO CTpPOKY OT HMMEHH AJMHUHUCTpaTtopa H

MMOCJICA0BATCIbHO BBIIIOJIHUTC CIACAYIOINC KOMAaHAbI:

cd C:\Program Files\PostgreSQL\15\bin
psql -U postgres -c "CREATE USER r7office WITH password 'r7office’;"

psql -U postgres -c "CREATE DATABASE r7office OWNER r7office;"
psql -U postgres -c "GRANT ALL privileges ON DATABASE r7office TO
r7office;"

1. Beimonnsiem ycranoBky Redis;

2. Bemonnsiem ycranoBky Erlang/OTP;

3. BremonHsieM ycTaHOBKY rabbitmq server.
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Becr mnpomecc yCTAHOBKHM  J0JLKEH  MPOU3BOAUTBCS OT  HMEHH

AJIMHHHCTpPATOpPA.

6.2 YcTraHoBKa

6.2.1 TIloaroroBka u 3alyCK YCTAHOBKH
Korma Bce HeoOXoIMMbIE KOMIIOHEHTHI OyAyT YCTaHOBJIEHBI, a 0a3a JTaHHBIX
co3/7laHa, MOYHO MEPEXO/IUTh K YCTAHOBKE OCHOBHOM MPOrPaMMBbl:
1. Ckauaiite yctanoBo4HbIN ¢aiin P7-Odwuc. [Ipodeccnonansubrii. CepBep
JIOKYMEHTOB.
2. 3amycTUTe YCTAaHOBKY 3arpy>KE€HHOTO JUCTPUOYTHUBA OT UMEHHU

AJIMHUHUCTpATOpA.

6.2.2 Hacrtpoiika NIOpTOB NOAKJIIOYEHHS

[To ymomuanutro P7-O¢uc. IIpodeccuonanbublii. CepBep IT0OKYMEHTOB
rcnosib3dyeT nmopt 80 misa Bxomsamux coenuHeHul. Haunnas ¢ Bepcun 4.3 BbI MOXKETE
W3MEHUTh TIOPT MO yMOJYaHuio. J[Jis 3TOro HEOOXOAMMO 3amyCTHTh HCIOJHSIEMBbI

(aiin ¢ mapaMeTpom:

r7-office-documentserver-ie-X.X.X.exe /DS_PORT=<PORT_NUMBER>
rae <PORT_NUMBER> — 310 HOMep MOpTa, KOTOPbIN OyIET UCIIOJIb30BaThCS.

6.2.3 IIpouecc ycTaHOBKH
[Tocme 3amycka ycTaHoOBIIMKa OTKpoercss Macrep ycraHoBku P7-Odguc.
Ipodeccuonanbublii. CepBep 10KYMEHTOB:

1. Haxwmure kHOTIKY «/lasiee» s Hayana npolecca yCTaHOBKH

2. Tlo ymomyanuto nporpamma OyAeT yctaHoBieHa B nanky: C:\Program
Files\R7-OFFICE\DocumentServer\.

3. I[Ipu HE0OXOAUMOCTH U3MEHHTE IyTh YCTAHOBKH, HaXkKaB Ha KHOMIKY «O030p»
U BBIOpaB HYKHYIO TAaNKy Ha KOMIIbIOTEpE.

4. Haxmure kHONIKY «Jlanee» st pOaOIKEHHUS.
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6.2.4 YcraHoBKa 3aBHCHMMOCTEIl H KOMIIOHEHTOB
Ecnu Ha KOMITBIOTEPE OTCYTCTBYIOT HEKOTOPHIE IOMOJHUTEIBHBIE KOMIIOHEHTHI,
HE0OXOAMMBbIE JUTsI PaBWIIbHON paboThl CepBepa TOKYMEHTOB:

1. ChHauana OyJyT aBTOMAaTHYECKH CKayaHbl U yCTAHOBJICHBI HEAOCTAIOIINE
3aBUCUMOCTH.

2. Jlanee HAXXKMUTE KHOMKY «Y CTAHOBUTBH) U JOXKIUTECH 3aBEPIICHUS
nporecca.

3. Ecam Bce TpeOyemMbie KOMIIOHEHTHI YK€ YCTAaHOBJICHBI, HAUHETCS
HernocpeacTBeHHas yctaHoBka P7-Odwuc. [Ipodeccuonansusiit. Cepsep

JAOKYMCHTOB.

6.2.5 Hacrtpoiika noak/JI04YeHnH K 02a3aM JaHHBIX

B npomecce ycraHoBkM —mOTpeOyeTcss HACTPOUTh  MOJKIIOYEHHUS K
YCTaHOBJICHHBIM paHee KOMIIOHEHTaM:

Hacrpoiika noakiarodenust k PostgreSQL:

e Host: localhost

e User: r7office

Password: r7office
e Database: r7office

Hacrpoiika noakiaoyenus k RabbitMQ:

e Host: localhost

o User: guest

o Password: guest

6.2.6 3aBepuieHHe YCTAHOBKH

[Tocne 3aBepiieHNs YCTAHOBKM HAKMUTE KHOMKY «3aBEPILIUTHY, YTOOBI 3aKPbITh

OKHO MacCTCpa YCTAHOBKH.
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7. HACTPOMKA HTTPS

7.1 OOumue TpedGoOBaHUS

Hns nepeBoga CepBepa dokymenToB Ha mnpotokon HTTPS, neoOxoammo
UMETh cepTU(UKAT 0€30MTaCHOCTHU M 3aKPHITHINA KIIFOY cepTU(UKaTA.

e Ceptudukar 6e3omnacHocTu ((aiti ¢ pacpeHueM .crt)

e 3akpbIThIi KITI0Y cepTudukata (Paiin ¢ pacmmpenueM .key)

Wwms nomeHa, ykazaHHOe B cepTudukare, J0HKHO COOTBETCTBOBaTh DNS-nMenun

BaIIleTO cepBepa.

7.2 Hacrtpoiika HTTPS na Linux (aas ycranosku u3 RPM u DEB
MAaKeTOB)

JIns py4HOM HaCTPOWMKHU BBIIIOJIHUTE CIIEAYIOLINE LIATH:

1. TlogroroBka cepTu(uKaTOB

CosznaiiTe TUPEKTOPHUIO U TIOMECTUTE B Hee (aiipl cepTudukaTa U 3aKphITOTO
KJIto4a:

mkdir /var/www/r7-office/Data/ssl

Ceptudukar 0€30MaCHOCTH C pacIIUpEeHUEM .Crt ¥ NpUBATHBIA Kitod .key
HY>KHO Pa3MEeCTUTh B CIEAYIOIIEM KaTajore:

/var/waw/r7-office/Data/ssl

2. Hacrpoiika koHndurypamuu Nginx

Ckomupyiite ¢aitn ds-ssl.conf.tmpl B d¢aiin ds.conf ¢ mnomorrsio

CHG,HYIOIHCﬁ KOMAaH/BbI:

sudo cp -f /etc/r7-office/documentserver/nginx/ds-ssl.conf.tmpl /etc/r7-

office/documentserver/nginx/ds.conf
OTtpenaktupyiite daiin:

/etc/r7-office/documentserver/nginx/ds.conf

B paznene HTTPS host ykaxute KOppeKTHbIE yTH K BallluM (paitiam:
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# PackoOMMeHTUpYyWTE U U3MeHUTe chepywwme CTPOKM, yKa3aB CBOM MMeHa GannioB:

ssl certificate /var/www/r7-office/Data/ssl/uma_Bawero_o¢anna.crt;
ssl certificate_key /var/www/r7-office/Data/ssl/wma_Bawero_¢aunna.key;

3. CoxpaHuTe U 3aKpoiTe (aii.

IIpoBepka u npuMeHeHHe KOHPUTYypauuu
[IpoBepbTe KOPPEKTHOCTh CHHTaKcuca ¢aiiaoB KoHpurypamuu Nginx u
nepe3arycTUuTe CiIyxoy:

sudo nginx -t
sudo service nginx restart

[Tomygaem BbIBOI KOMaH bl 00 YCTIEIIIHOM TECTUPOBAHUH KOH(PUTYPAIUH:

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok

nginx: configuration file /etc/nginx/nginx.conf test is successful
AxkTtyanu3anus napamerpoB CepBepa 10KyMEHTOB

Brinonnute ckpunt AJisi oOHOBIIeHUs mapameTpoB securelink.

sudo bash /usr/bin/documentserver-update-securelink.sh

7.3 Hacrtpoiika HTTPS B Docker

3anyck ¢ HTTPS:

sudo docker run -i -t -d -p 443:443 --restart=always \

-v /app/r7-office/DocumentServer/logs:/var/log/r7-office \

-v /app/r7-office/DocumentServer/data:/var/www/r7-office/Data \

-v /app/r7-office/DocumentServer/lib:/var/lib/r7-office \

-v /app/r7-office/DocumentServer/db:/var/lib/postgresql \
downloads.r7-office.ru:9010/r7office/documentserver-ee:2025.3.1.923

['eneparust caMOnoONMUCAHHBIX CEPTUPUKATOB:

1. Coznmanue 3aKpbITOrO KJIHOYA!

openssl genrsa -out r7office.key 2048

2. Cozmanmue 3anpoca Ha oanuch ceprudukara (CSR):

openssl req -new -key r7office.key -out r7-office.csr
3. Iloanucanue ceprudukara:

openssl x509 -req -days 365 -in r7office.csr -signkey r7office.key -out r7office.crt

YcuneHnue 6€30MacHOCTH cepBepa

Ycunenue 6€30MacHOCTH cepBepa:
https://raymii.org/s/tutorials/Strong_SSL_Security_On_nginx.html).
s aToro HeobxoauMo creHepupoBaTh napamerpsl Jdubddu-Xemmmana (DHE),

oOecrieunBaroIre 00yee BHICOKYI CTOMKOCTB:


https://raymii.org/s/tutorials/Strong_SSL_Security_On_nginx.html
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openssl dhparam -out dhparam.pem 2048

Ycranoska SSL-ceprudukaron

W3 yeThipex paHee creHEpUpPOBAaHHBIX (aitioB Ha cepBep r7office HeoOX0aUMO
ycTaHOBUTH (aiisibl r7-office.key, r7-office.crt u dhparam.pem. ®@aiin CSR
He TpedyeTcs, HO yOeIUTeCh, YTO CO3/IaHa €ro pe3epBHas Konus (Ha ciiy4yai, eciid OH
CHOBA MOTPEOyeTCs).

[To ymomuanuto mnpwioxenue r7office nHactpoeno mna mnowcka SSL-
cepTU(PUKATOB B KaTAJIOTE:

/var/www/r7-office/Data/certs.

DTOT MyTh MOXXHO U3MEHUTh, UCTIOJIb3YSI ITApaMeTPhl HACTPOUKHU:

SSL_KEY_PATH, SSL_CERTIFICATE_PATH u SSL_DHPARAM_PATH.

[Iyte /var/www/r7-office/Data/ — 3T0 myTh K XpaHWIUILY JaHHBIX.
Co3zpaiite MankKky c MMEHEM certs B KaTajore /app/r7-
office/DocumentServer/data/ u ckonupyiite B Hee (aitnbl. B kauectBe mepsl
0e30macHOCT HEoOXOAMMO H3MEHUTh TpaBa JocTyna Kk (Qainy r7-office.key,

yTOOBI OH OBLI AOCTYIICH Ha YTCHUC TOJIBKO BJIAJICJIBITY.

mkdir -p /app/r7-office/DocumentServer/data/certs cp r7-office.key
/app/r7-office/DocumentServer/data/certs/

cp r7-office.crt /app/r7-office/DocumentServer/data/certs/ cp dhparam.pem
/app/r7-office/DocumentServer/data/certs/ chmod 400 /app/r7-
office/DocumentServer/data/certs/r7-office.key

[lepezanyctute Docker-koHTeitHep:

sudo docker restart {{DOCUMENT_SERVER ID}}

7.4 Ilepexiarodyenue Cepsepa nokymenToB Ha HTTPS B OC Windows

[Ipexxne yem HauumHaTh nepekiatoueHue CepBepa JOKYMEHTOB Ha IPOTOKOJ
HTTPS, HeoOXxoammo cO3aTh/MONYyYnuTh cepTU(HUKAT OE30MaCHOCTH W 3aKPBITHIN
KJIFOU cepTU(UKATA.

[Tonoxure ux B manky SSL (ecin e€ HET, TO CO3/aTh) Ha KOMIIbIOTEpE, TJIE
ycranoBiieH DS. ITo ymonyanuto nyTh:

C:\Program Files\R7-Office\DocumentServer-IE\nginx\ssl

[Tocne momyyeHus ceprudukara neperuauTe K CIeIyonemMy 3Tay.
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A Baumanue

Bce koMaHIbI JOMKHBI BBITIOJHATHCS C TIPaBaMu aMUHHCTpaTopa. UTOObI 3aMyCTUTh
KOMAaHJIHYIO CTPOKY C IMOBBIIIICHHBIMH MPUBWIETUAMH, METKHATE TPaBO KHOMKOW MBIIIIH
no kHonke «Ilyck» u BeiOepute myHKT «KoMaHaHAast cTpoKa (A AMHUHHCTPATOP)».

1. OcranoBute cepruc CepBep 10KyMeHTOB Proxy:

net stop DsProxySvc

2. Ckomupyiite aitn %ProgramFiles%\R7-0ffice\DocumentServer-
IE\nginx\conf\ds-ssl.conf.tmpl B daiin %ProgramFiles%\R7-
Office\DocumentServer-IE\nginx\conf\ds.conf c momorisio

CJIEYIOIIEH KOMaH/IbI:

COPY /Y "%ProgramFiles%\R7-Office\DocumentServer-IE\nginx\conf\ds-

ssl.conf.tmpl" "%ProgramFiles%\R7-Office\DocumentServer-
IE\nginx\conf\ds.conf"

3. Ortpenaktupyiite daiin %ProgramFiles%\R7-

Office\DocumentServer-IE\nginx\conf\ds.conf, 3amenuB Bce
napaMeTphl B JBOWHBIX (PUTYPHBIX CKOOKax {{...}} Ha ¢hakTUIECKH

HCIIOJIb3YCMBIC:

g
V4 IIpumeyanue

@urypHsle cKOOKH {{...}} TakkKe Hy>KHO yIaJIUTh.

OO6paTtuTe BHMMaHWE Ha TO, 4TO OOpaTHBIM cidm ( \ ) HaZO PKpPaHUPOBATH
OJIHUM U3 CIIEYIOIIUX CIIOCOOOB:

1. C:\\Program Files\\R7-Office\\DocumentServer-
IEN\nginx\\ss1l\\r7office.key nmm
2. C:/Program Files/R7-0ffice/DocumentServer-
IE/nginx/ssl/r7o0ffice.key.
Ecau B Ha3BaHMM MyTH UMEIOTCS IPOOEIbI, TO BECh MYTh HYXXHO B3STh B
KaBBIYKH, HALIPUMED:
«C:/ProgramFiles/R7-
Office/DocumentServerlE/nginx/ssl/r7office.key».

{{SSL_CERTIFICATE_PATH}} — myTb k BameMy ceptudukary SSL;
{{SSL_KEY_PATH}} — myTb K 3aKpeITOMY KJtouy cepTudukara SSL.
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ssl certificate "C:\\Program Files\\R7-Office\\DocumentServer-
IE\\nginx\\ssl\\r7o0.ro.crt";

ssl certificate_key "C:\\Program Files\\R7-Office\\DocumentServer-
IE\\nginx\\ssl\\r7o0.ro.key";

Oobparurech k nokymentanuu NGINX:

(https://nginx.org/ru/docs/http/ngx_http_ssl_module.html)  gnga  monmyuenus
JOTOIHUTENBHON MH(popManuu o napamerpax SSL, KOTopble HCIONB3YIOTCS B (aiiie
KoH(pUrypammm.

4. OOGHOBUTE 3HAYCHUS:

U3 daitna:

C:\Program Files\R7-Office\DocumentServer-
IE\config\local.json

HCO6XOIII/IMO B3JTb 3HAUCHUA U3 CTPOKHU

"storage": {
"fs": {

"secretString": "3cgSKZE1QNoTHOqjyMIl"

5. W uzmenuts B Tp€X Mectax B daiie C: \Program Files\R7-

Office\DocumentServer-IE\nginx\conf\ds.cont:

set $secure_link secret verysecretstring;

'me Bmecto verysecretstring moxacraBmsem 3HaueHue u3 aiina

local. json u3 mapamerpa secretString
6. Korna Bce usmenenust Oy1yT BHECEHbBI, MOXKHO CHOBA 3allyCTUTh CEPBHUC

Cepsep n10KyMeHTOB Proxy:

net start DsProxySvc

\g
V4 IIpumeuyanue

Jnist mpaBUIIbHOM paboThI MopTalia J0JKEH OBITh OTKPBIT MOPT 443.

7. TlpoBepsiem paboty, nepeias Ha DNS ums wiu [P cepBepa, nomxen

OTKpPBIThCA cailT no npotokory HTTPS.


https://nginx.org/ru/docs/http/ngx_http_ssl_module.html
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7.5 JlocTynHble mapamMeTpbl HACTPOUKHU

@nar ~ --env-file B mapamerpax komaHabl docker run mo3BojseT 3a1aTh

BCE HEOOXOJMMBbIEC MEpeMEHHbIE cpelbl B oaHOM (haitne. Tak MOXHO uU30€KATH

HaITMCAaHU ITOTEHIIHAIBLHO JUIMHHON KoMaHael docker run.

Hwuxe nmpuBOaUTCSA MONHBIA CIHCOK MMAPAMETPOB, KOTOPHIE MOYKHO HACTPOHUTb,

HCIIOJIB3YS IICPEMCHHBIC CPCABI.

R7OFFICE_HTTPS HSTS ENABLED: JIonoJHUTENbHBIA MapaMmeTp
Hactpoitku 1yt otkimroueHuss HSTS (HTTP Strict Transport Security).
[Ipumensierca TOABKO B TeX ciydasx, korma wucnoisdyercs SSL. Ilo
YMOJTYaHUIO 33/1aHO 3HaueHue true.
R7OFFICE_HTTPS _HSTS MAXAGE: JlonoiHUTEIbHBI  mOapaMeTp
HAaCTpPOMKM JJs 3ajaHusg mnapamerpa max-age HSTS B kondurypaumu
BuptyanbHoro xocta NGINX nns r7office. [Ipumensercs Toapko B Tex
ciayyasix, korja wucnosb3yercs SSL. Ilo ymonuaHuio 3aJaHoO 3Ha4YeHHE
31536000.

SSL._ CERTIFICATE PATH: Ilyts k ucnonszyemomy SSL-ceptuduxary.
ITo YMOJTYaHUIO 3aJ1aHO 3HaYeHUE /var/www/r7-
office/Data/certs/r7-office.crt.

SSL. KEY PATH: Ilytes kx 3akpeitomy kmody SSL-cepruduxara. Ilo
YMOJIYaHHIO 3aJaHO 3HaueHue /var/www/r7-office/Data/certs/r7-
office.key.

SSL_ DHPARAM PATH: Ilyts x mnapamerpy Auddu-Xennmana. Ilo
YMOJTYaHUIO 3a7aHO0 3HAYEHUE /var/www/r7-
office/Data/certs/dhparam.pem.

SSL_VERIFY_CLIENT: BxitoueHre NpoBEpPKU CEPTU(PUKATOB KIHEHTA C
nomotpio ¢aiina CA_CERTIFICATES _PATH file. ITo ymomuanuro 3a1aHo
3HadyeHue false.

POSTGRESQL_SERVER HOST: IP-agpec nnu uMms xocTta, Ha KOTOPOM
3amy1ieH cepep PostgreSQL.
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POSTGRESQL_SERVER PORT: Homep nopra cepsepa PostgreSQL.
POSTGRESQL_SERVER DB NAME: lNms 6a3bl nannbix PostgreSQL,
KOTOpas JOJIKHA CO3J]aBaThCA MPH 3aIycKe o0pasa.
POSTGRESQL_SERVER USER: lMs1 HOBOrO MOJb30BaTENs C NMPAaBAMHU
CyHEepHoJIb30BaTeNs sl yueTHoM 3anucu PostgreSQL.
POSTGRESQL_SERVER PASS: Ilaponb, 3amaHHbId Uil y4ETHOM
3anucu PostgreSQL.

AMQP_SERVER URL: AMQP URL ana mnoakiro4eHuss K CeEpBEpy
MeHeKepa COOOLIEHUH.

AMQP_SERVER TYPE: Tun menemxepa cooOumenuit. [lognepxuBarorcs
3HaueHus rabbitmq wm activemq. [lo ymomuanuio 3amaHo 3HadeHUE
rabbitmg.

REDIS_SERVER_HOST: [P-agpec unu ums xocta, HA KOTOPOM 3alyIlIeH
Redis.

REDIS_SERVER PORT: Homep nopta cepsepa Redis.

NGINX WORKER PROCESSES: Omnpegenser  4ucio  pabouux
npoueccoB NGINX.

NGINX_WORKER CONNECTIONS: 3amaér MakCUMaJbHOE YHCIIO
COCIMHEHUM, KOTOpPHIE OJHOBPEMEHHO MOXXET OTKPBITH paboduil mpoiiecc
NGINX.

JWT_ENABLED: Vmnpasnser BKIIOYEHHEM BaJuJallld I10CPEICTBOM
JSON Be6-tokena P7-Oduc. [Ipodeccnonanbusiii. CepBep qokymeHTOB. [0
YMOJIYaHUIO 3aJ1aHO 3Ha4YeHue true.

JWT_SECRET: Onpenenser cekpeTHblil kirou 11 Banuganuu JSON BeO-
TokeHa 1nipu 3anpoce K P7-O¢muc. IIpodeccuonanbubiii. CepBep
A0KyMeHTOB. [1o ymonuanuto 3agano 3HaueHue secret.

JWT_HEADER: Onmnpenenser HTTP-3aronoBok, KoTopblii  OyaeT
ucnosib3oBaThcs s ornpaBku JSON BeO-TokeHa. [lo ymomyanuto 3amaHo

3Hauyenue Authorization.



Jlns  KoppekTHOW paboThI
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IPUJIOXKEHHUE 1

CepBepa J10KYMEHTOB U €ro KOMIIOHEHTOB

HE00X0AMMO 00€CeUNUTh JOCTYIHOCTh CIEAYIOLIUX MOPTOB.

Tadouauna 2 — CiucoK UCIoJIb3yeMbIX IOPTOB

ITopt

80

443

5432

6379

5672

Hazuauenue

OCHOBHOI NOPT AJI JOCTYyIIa
K BeO-uHTEepdeicy no
nporokosry HTTP.

[Topt n1st noctyna x BeO-
UHTEPPENCY MO TPOTOKOITY
HTTPS.

[Topt, ucnonnzyemsiiit CYB/]
PostgreSQL st
BHYTPEHHETO
B3aMMO/ICHCTBUS
KoMnoHeHTOB CepBepa
JIOKYMEHTOB.

[TopT, ucnonb3zyemoiii Redis
JUIS1 KDITUPOBAHUS U
BHYTPEHHETO
B3aUMO/JICCTBUS.

[TopT, ucnonb3yemsii
MEHEKEPOM Ouepeae
RabbitMQ mist BHyTpeHHETO
B3aUMOJICCTBHUSI.

[TIpumeyanue

VKka3beIBaeTcsa B KOMaH1ax
3anycka Docker u
HacTpoiikax (paeppouia.
TpeOyeTcst OTKpPBITH AJis
KJIMEHTCKOI'0 JTOCTYIIA.
Wcnonb3yercs npu
HACTpolKe 0e30MacHOro
coenuHenus. Tpedyercs
OTKPBITH ISl KITUEHTCKOTO
JOCTYIIA.

Jlns 6e3omacHOCTH
PEKOMEH]IyEeTCSI OTPAaHUYHTD
noctyn Toibko ¢ localhost
uinu BHyTpeHHuX [P-agpecos
CEpBEPOB.

Jlns 6e3omacHOCTH
PEKOMEH/TyeTCsl OTPAHUYUTD
JToCcTym ToJibKo ¢ localhost
unu BHyTpeHHux [P-agpecos
CEPBEPOB.

Jlns 6e3ommacHOCTH
PEKOMEHIYETCSI OTPAaHUYUTD
noctyn ToJibko ¢ localhost
unu BHyTpeHHux [P-agpecos
CEPBEPOB.
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JlucT perucrpanuu U3MEHEHUN

Howmepa nuctoB (cTpanmi)

Bxonsmmit
Bcero FUiL

Ne Ne composo

JTUCTOB
U3MEHEH  3aMme aHHYJIHPO nokymen gutenbHoro Iloam. [lata

H3M HOBBIX (cTpanuir)

HBIX HEHHBIX BaHHBIX Ta JIOKYMEHTa
B JIOKYyM

U JaTa
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