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AHHOTALIMSHA

PykoBonctBo mo  ycranoBke IIporpammuoro  kommekca — «CepBep
JOKYMEHTOB)» COJEPKUT ONKUCAHUE CUCTEMHBIX TPEOOBAaHMM, MOPSAIKA MOJTOTOBKHU
OKPY’KEHUs1, yCTAHOBKHU U PETUCTPALMU IPOrPaMMHOIO IPOAYKTA.

JIOKyMEHT npeIHa3HAYEH JJIsI CACTEMHBIX a/IMUHUCTPATOPOB U CIIEIIUATUCTOB,
BBINIOJIHAIOIINX pa3BepThiBaHue CepBepa MOKyMeHTOB Ha mmiatdopmax Linux,
Windows u B cpene Docker.

PyKkoBOJCTBO OXBaThIBAET:

—  IPEIBAPUTEIIbHBIC NEUCTBUS MEPE]l yCTAaHOBKOW;

—  HACTPOMKY CETEBbIX MAPaMETPOB U MOPTOB;

— ycraHoBky Ha auctpuOytuBel Linux (RedOS, Alt Linux, Astra

Linux/Debian);

—  ycranoBky Ha Windows Server;

—  YCTaHOBKY C uUcHojib30BanueM TexHonoruu Docker;

—  PETHUCTpalUIO JULEH3HH;

—  METOJIbl MPOBEPKH pabOTOCIIOCOOHOCTH.

JlokymeHT pa3zpabotan B coorBeTcTBUU ¢ TpedoBanusimu ['OCT 19.505-79
«Enunas cucrema mporpaMMHON JOKYMEHTAlMH. 1peOOBaHUS K COACPKAHUIO H
opopmiuenuto» u T'OCT 19.201-78 «EnunHasg cucremMa mOporpamMMHOM
NOKyMeHTanuu. TexHudeckoe 3amanve. TpeOoBaHHMS K  COACPKAHUIO U

0(OPMIICHUIOY
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1. OBHLIME ITOJOXKXEHUA

1.1 Ha3nayeHme JOKyMeHTa

PykoBOACTBO IpeaHa3HAYEHO U1 NIEPCOHANA, OCYIIECTBISIOIIETO YCTaHOBKY
1 HacTpoiKy nporpammel «P7-Oc¢uc. [Ipodeccuonanbubiii. CepBep T0KYMEHTOBY.

Hacrosiimee pykoBOJACTBO COAEPKUT ONMUCAHHUE JCUCTBUM IO YCTAHOBKE W
HacTpolike nporpaMmmbl «P7-Oduc. [Ipodeccuonanbubiii. CepBep JOKYMEHTOBY.

[Iporpamma  «P7-Odwuc. Ilpodeccuonanpupiii. CepBep  JTOKYMEHTOB)»
npeJHa3HayeHa JUIsli OpraHu3alud  COBMECTHOW paboThl € JOKyMEHTaMH,
oOecrieyeHus: MpoCMOTpa U peJaKTUPOBAHUS TEKCTOBBIX JOKYMEHTOB, AJIEKTPOHHBIX

TaOJIUIT U TIPE3CHTAIIUN B OHJIAWH-PEKHIME.

1.2 HaumMeHOBaHHE MPOTrPaMMBbI

[Tonnoe nazBanme: «P7-O¢uc. Ilpodeccuonanbupiii. CepBep JAOKYMEHTOB)»
unu [Iporpammusiil komieke «CepBep JOKYMEHTOBY.
Cokpamiennoe HaumeHoBanue: 11K C/I.

Howmep noxymenra: RU.48324255.C1-PA.001-NY-B1.0.

1.3 PexoMeHaanum mo 0e30macHOMY pa3BepThIBAHUIO

PazBeproiBanue CepBepa IOKYMEHTOB JOJIKHO OCYLIECTBIIATHCS B COOTBETCTBUU
CO CIEAYIOIIMMH MPUHLIUIIAMH O0€30MaCHOCTH:

1. Pa3amemienne B DMZ: ecnu mmaHupyercs mnojakiaroueHue kK CepBepy
JIOKYMEHTOB M3 BHEITHEH CETH, K HEMY CIIelyeT MPUMEHSITh T€ K€ MEpbl

3alllUThI, 4TO U K BeO-cepBepy. Takoi cepBep HEOOXOAMMO pa3MellaTh B

DMZ (30oHe neMuiauTapu3aldu), BHE BHYTPEHHETO KOPIIOPATUBHOTO
nepuMeTpa, 4YToObl CHU3UTh PHUCK JII BHYTPEHHHMX CHCTEM. 3apaHee
ONPENIECNIUTE CIUCOK HEOOXOIUMBIX MOPTOB M MPOTOKOJIOB JIJIsl BHEIIHETO U
BHYTPEHHETO B3aUMOJICHCTBUS M HACTPOWTE COOTBETCTBYIOIIME MIpaBUiA

MCIKCCTCBOI'O SKpaHa.
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2. Jdoctyn 4epe3 VPN: i KOpPHOPAaTHBHBIX YCTAHOBOK PEKOMEHAYETCS

opranu3oBbiBaTh jgoctyn K CepBepy HTOKYMEHTOB TOJBKO 4epe3
kopriopatuBHbld  VPN. Pa3smemienue cepepa ¢ NpsIMBIM JOCTYIIOM H3

HHTCPHCTA HC pCKOMCHAYCTCA.

1.4 Tlopnep:kuBaemble ClIEHAPUU YCTAHOBKHU

[TIK CJI moanepxuBaeT yCTaHOBKY Ha CJIEIYIONUX IuaTGopmax:

Linux (RedOS, Alt Linux, Astra Linux, Debian );
Docker (nuctpubytus Linux amd64);
Windows Server (2019 x64/Windows Server 2022).

1.5 O0mas pyHKIHOHAJIBHOCTH CepBeEpa

[TIK CJI — 3T0 oducHbI akeT Jyisi pabOThl OHJIAMH, KOTOPHIH BKIIFOYAECT:

pPEIaKTOp TEKCTOBBIX TOKYMEHTOB;

pEeAaKTOp IEKTPOHHBIX TAOIUIL;

PEaKTOp MPE3EHTALIN;

COBMECTHOE PEJaKTUPOBAHUE JOKYMEHTOB B PEaJbHOM BPEMEHU;
noJIePKKy Bcex momyssipabix dopmaroB: DOC, DOCX, TXT, ODT,
RTF, ODP, EPUB, ODS, XLS, XLSX, CSV, PPTX, HTML;

NOJJIEPKKY HepOTIn(OB.

ITpu unrerpanuu ¢ CepBepomM J10KYMEHTOB JOCTYITHBI:

COBMECTHBINM JIOCTYT K (haiiiam;

yIIpaBJICHUE MPAaBaMM JOCTYNa K JOKYMEHTaM;

BCTPAUBAHUE IOKYMEHTOB B CAMT;

IPOCMOTP W pEeNakTHUpoBaHHWE (HANIIOB, COXPAHEHHBIX B CTOPOHHUX

cepBucax (Yandex.Disk, Mail.ru Iuck, OwnCloud, Nextcloud).
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2. CHUCTEMHBIE TPEBOBAHUA

2.1 AnmapatHble TPeOOBaHMS

Hwxe npuBenensl koHbUrypauu A mraTtHoil padoTel CepBepa 10KYMEHTOB.
s cuctem ¢ rpadpuueckum uuTepdericom (GUI) pekoMeHmyeTcs MpUACpKUBATHCS
PEKOMEHTyeMbIX TPeOOBaHUM.
MuHnuManbHble TpeOOBaHUS:
—  IIpoueccop: pekoMenayercs 2 sapa.
—  OmnepatuBHas namsTh: pekomenayercs ot 6 I'b.
—  CBoOoanoe Mecto Ha xecTkoM qucke: oT 40 I'b.
Pexomenyemble (i cTaOUIIBHOM pabOThI 1O HArPY3KOH):
—  Ilpoueccop: 4 sapa u Oonee.
—  OnmneparuBHas namsth: 8 ['b u 6omee.

—  CBobOognoe Mecto Ha x)ectkom mucke: ot 40 I'b.

IIpumeuanue:

NpUBEIECHHBIE KOH(UTypaluu TO3BOJISIOT  BBIIOJHUTH  yCTAaHOBKY U
obecrieunTh 0a30ByH0 (YHKIHOHAIBHOCTH. [l cucremM ¢ rpadudeckum
unteppeiicom  (GUI), Ttakux kak  Alt Linux, pexomengyercs
OpUIEPKUBATHCS PEKOMEHTYyEMbIX TpeOoBaHUM A5 PEIOTBPALICHUS
HEXBATKU PECYpCOB B MPOLIECCE YCTAHOBKH M TOCeayomieil paboThl. PeanbHast

Harpys3ka Ha CCPBEP 3aBUCUT OT KOJIMYCCTBA, TUIIA WU pa3MEpa OAHOBPEMCHHO

PEaKTUPYEMBIX IOKYMEHTOB.

Hns  pasBepthiBanusi B cpene Docker TpeGoBaHusi K - pecypcam
MacIITaOUPYIOTCS B 3aBUCHUMOCTH OT OXKHJIAeMOTO KOJMYECTBA OJHOBPEMEHHBIX
noas3oBareneit (cM. Tabnuma 1).

Taoauna 1 — TpeooBanus niast Docker

KosunvecTBo MuHuMajibHasi annapatHasi KOHQuUrypaunus

OJJHOBPEMEHHBbIX AKTHBHBIX | cepBepa
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MmoJib30BaTeJien

menee 100

Onnosinepusiii npoueccop Intel Sandy Bridge c
takToBOM yactotod 2.8 I'Tm wmm myume, 2 1'6
onepatuBHOU mamsth, 40 I'6 cBoOOIHOTO MecTa

Ha )KCCTKOM AMCKC

100-200

JByxbsanepnsiii mporeccop Intel Sandy Bridge ¢
TakToBOM yactoToi 2.8 I'T'y mmm myume, 2 16
onepatuBHOU namsth, 80 I'6 cBoOOHOTO MecTa

Ha )KCCTKOM AMCKC

200-400

UYetsipexbsagepubiii  npoueccop Intel  Sandy
Bridge c¢ TaktoBoii wacrotoi 2.8 ITu wim
nyume, 4 I'6 omeparuBHoit mamsaru, 160 I'0

CBOOO/IHOTO MECTa Ha KECTKOM JIUCKE

2.2 TpeOoBanus K nonojanureasnomy IO

PekomenmyemMble BEpCUM 3aBUCUMOCTEN ISl pa3HbIX JUCTPUOYTHBOB:

— RedOS;

—  PostgreSQL 12.22;
—  nginx 1.28;

— Redis 7.4;

—  Erlang 14.2;

—  Astra Linux, Debian, Ubuntu;

—  PostgreSQL 11.22;
—  nginx 1.26;

— Redis 7.0;

—  Erlang 22 10.6;

—  RabbitMQ 3.13;

— Alt Linux;

—  PostgreSQL 12.22;
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nginx 1.26;
Redis 6.2;
Erlang 26 14.2;
Windows;
PostgreSQL 15.3 wim Goiiee mo3aHss BepCus;
Redis 5.0.14.1;
Erlang/OTP 26.0;
RabbitMQ 3.11.18.
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3. IMOATI'OTOBKA K YCTAHOBKE

3.1 IlpeaBapureibHbIE NeliCTBUA

[lepen ycranoBkoii CepBepa 10KYMEHTOB HEOOXOAMMO:

—  OmnpenenuTh ONEpPallMOHHYID CHCTEMY M BEPCHIO, Ha KOTOpPYIO Oyner
POU3BOJIUTHCS] YCTAHOBKA.

—  IIpoBepuTh COOTBETCTBHE amnmnapaTHbIM TPEOOBAHUSIM.

—  VYcranoButh  HeoOxoaumble  3aBucumoctd  (PostgreSQL,  Redis,

RabbitMQ, Nginx, Erlang).

IIpumeuanue:
JUISL BCEX IUCTPUOYTHBOB yCTaHOBKa JomMoJHUTENbHOTO IIO BhIMOIHSAETCS

BPYUYHYI0. ABTOMaTHYECKasi yCTAHOBKA HE MMPOU3BOIUTCS.

3.2 Hacrpoiika ceTeBbIX IapaMeTPOB U MMOPTOB

[To ymonuanuio CepBep 10KYMEHTOB HCIIONb3YET:

— mnopt 80 (HTTP),

—  nopt 443 (HTTPS npu nactpoiike SSL).

Bo w30exxanne KOH(MDIMKTOB TIOPTOB PEKOMEHIYETCS MPEeABAPUTEIHHO
IPOBEPUTH UX JOCTYIMHOCTh HAa CEpBEpEe U BHECTH M3MEHEHUS B KOH(MUTYpalUIo,
eciu Heobxomumo. Jlmsi obecriedeHus] AOCTyma W3 BHEIIHEW ceTw moTpelyercs

HACTpOWKa MpaBHII MEKceTeBoro skpana (firewall).
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4. YCTAHOBKA HA LINUX

4.1 YcranoBka Ha Astra Linux, Debian, Ubuntu

4.1.11IpenBapuresibHble NeICTBUSA U YCTAHOBKA 3aBUCUMOCTE

JloOaBieHue peno3uTopus U KIro4yei

OO0noBuTe MCHCI?’KCP ITAKCTOB U YCTAHOBUTC curl:

sudo apt update && sudo apt install curl -
Jus Bepeuu P7-O¢uc 7.4.0.112 uan Huke:

Jlo6aBbTE PEIIO3UTOPUIA:

sudo echo "deb https://download.r7-office.ru/repo/debian squeeze main" |

sudo tee /etc/apt/sources.list.d/r7-office.list
Jlo6aBbTe KJIHOY PEO3UTOPUSL:

sudo curl -s https://download.r7-office.ru/repo/gpgkey/r7-office.gpg.key
sudo apt-key add -

Just Bepenu P7-O¢uc 2024.1.1-375 niam Bbie:

JHobaBbTe u HacTpoiite kinod GPG:

sudo curl -S https://download.r7-office.ru/repos/RPM-GPG-KEY-R7-
OFFICE.public | sudo  gpg --no-default-keyring --keyring gnupg-
ring:/etc/apt/trusted.gpg.d/r7.gpg --import && sudo chmod 644
/etc/apt/trusted.gpg.d/r7.g9pg

Jlo6aBbTE PEIIO3ZUTOPUIA:

sudo echo "deb https://downloads.r7-office.ru/repository/r7-server-apt/

r7 main" sudo tee /etc/apt/sources.list.d/r7server.list

Hacrpoiika ayTeHTruKanuu 1uist 10CTyMNa K peno3UTOPHIO:
Coznaiite ¢aiin nns  aBTopuzanuu (ecnu  aupekTopusi /etc/apt/auth.conf.d

CYIIIECTBYET):

sudo vi /etc/apt/auth.conf.d/r7server.conf

Ecmu nupexropun /etc/apt/auth.conf.d Her, orpenakrupyiite daiin:

sudo vi /etc/apt/auth.conf

Jlo6aBbTe B (haiia cieayronie JaHHbIE:

machine downloads.r7-office.ru

login server

password KwmuQmOzuFIw9wcJsL3zb

VYcraHoBuTe paBUIbHBIC MpaBa Ha aii:
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sudo chmod 600 /etc/apt/auth.conf.d/r7server.conf

Wnu, ecitm ucnions3oBaics /etc/apt/auth. cont:

sudo chmod 600 /etc/apt/auth.conf

[IpumennTe n3MEHEHUS:

sudo apt update

VYcranoBka 1 6a30Basi HACTPOMKa 3aBUCUMOCTEN

1. YcranoBure PostgreSQL u co3naiite b/l u nmosb3oBarens:

sudo apt-get install postgresql

sudo -i -u postgres psgl -c "CREATE USER r7office WITH password
'r7office’';"

sudo -i -u postgres psql -c "CREATE DATABASE r7office OWNER r7office;"

sudo -i -u postgres psql -c "GRANT ALL privileges ON DATABASE r7office TO
r7office;"

2. VYcranosute RabbitMQ:

HpOBCpBTC AOCTYIIHBIC BCPCUHU U3 IMOAKIIOYCHHBIX PCIIO3UTOPUCB:

rabbitmg-server

Br16epute MakcCuMaabHO TOCTYIIHYIO 3 BEPCHUIO, HE MOIEPKUBAETCS 4 BEpCHS.

[Ipumep KOMaHBIL:

sudo apt-get install "rabbitmg-server=3.*"
3. VYcranosure NGINX:

sudo apt-get install nginx-extras

4. VYcranosure Redis:

sudo apt-get install redis-server

5. [IpensapurenbHo HacTpoiTe napametpbl b/l uepes debconf:

o Ycranosure naposb nosibs3oBarens b/I:

sudo echo r7-office-documentserver-ee ds/db-pwd select r7office | sudo

debconf-set-selections
o YcranoBute uMms nosb3oBaresst b1

sudo echo r7-office-documentserver-ee ds/db-user select r7office | sudo
debconf-set-selections

L VYcranoBute nms 0a3bl JaHHBIX:

sudo echo r7-office-documentserver-ee ds/db-name select r7office | sudo

debconf-set-selections

IIpumeuanue:

eclIM BO3HMKaeT ommnbka «unable to resolve host», no6aBsTe B /etc/hosts
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uMs xocta Ha 127.0.0.1, noiryueHHoe u3 komaH bl hostname.

4.1.2 Ucnosb30BaHuEe HECTAHAAPTHOIO NMOPTA

[To ymomuanunio CepBep [I0KyMeHTOB wcnoib3dyer mnopt &0. Jlis ero

M3MEHEHUsI UCTI0JIb3yiTe KoMaHay debconf-set-selections

echo r7-office-documentserver-ee r7-office/ds-port select <PORT_NUMBER> |

sudo debconf-set-selections

3amenute <PORT_NUMBER> Ha HOMEp HY>KHOT'O MOpTA.
Jns nepexona Ha HTTPS He ncnonb3yiiTe 3Ty KOMaHy JJisl yCTAHOBKH MOPTa

443. Cnenyite oTAeNbHON MHCTpYKIUK 110 HacTporike HTTPS (cm. m. 7).

4.1.3 Ycranoska CepBepa J0KYMEHTOB

[Taker APT cobpan nnst puctpudytuBa Debian Squeeze, HO OH COBMECTHM C
psaoMm mpou3BogHBIX Debian (Bxmrowass Ubuntu), a 3HaYUT MOKHO HCITOJIB30BATh

OJIMH PEMO3UTOPHUI ISl BCEX ATUX TUCTPUOYTHUBOB.

OOHOBUTE K3III MEHEIKEPA MAaKETOB:

sudo apt-get update

YcranoBute CepBep 10KYMEHTOB

sudo apt-get install r7-office-documentserver -ee

Komanas! 17151 mpoBepku cratyca padboTel CepBepa 10KYMEHTOB:

sudo systemctl status ds-docservice.service
sudo systemctl status ds-converter.service
sudo systemctl status ds-metrics.service

[ns CepBepa 10KyMeHTOB 10 Bepcud 7.3.3 U HMXKE, UCIOIB3YUTE CIEAYIOIINE

KOMaH/bI:

sudo service supervisord status

4.1.4/1onoJiHUTEIbHBIE TApaMeTPbl ycTaHOBKH (4epe3 debconf)

[lepen ycraHoBkoit makera (apt-get install) MOXHO TIpemyCTaHOBUTH
JOTIOJTHUTENbHBIE TTAPaMETPhI JJI1 HECTaHIAPTHBIX KOH(UTYpaLIUHA.
IHapamerpsl PostgreSQL
o Xocr B/l (3amenute <DB_HOST>):
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echo r7-office-documentserver-ee ds/db-host string <DB_HOST> | sudo

debconf-set-selections
o IMapoas B/l (3amenute <DB_PASSWORD>):

echo r7-office-documentserver-ee ds/db-pwd password <DB_PASSWORD> | sudo
debconf-set-selections

o Nms B/1 (3amenute <DB_NAME>):

echo r7-office-documentserver-ee ds/db-name string <DB_NAME> | sudo

debconf-set-selections
IHapameTpst RabbitMQ

o Xoct RabbitMQ (3amenute <RABBITMQ_ HOST>):

echo r7-office-documentserver-ee ds/rabbitmg-host string <RABBITMQ_HOST>

sudo debconf-set-selections
o IMoab3oBatear RabbitMQ (3amenute <RABBITMQ USER>):

echo r7-office-documentserver-ee ds/rabbitmg-user string <RABBITMQ_USER>
sudo debconf-set-selections

o IMapoas RabbitMQ (3amenute <RABBITMQ PWD>):

echo r7-office-documentserver-ee ds/rabbitmg-pwd password <RABBITMQ PWD>

sudo debconf-set-selections

4.1.5 Perucrpanus JULeH3UH

Jlist peructpanuu auueH3un nomecture (daiin license. lic B karasnor:

/var/www/r7-office/Data/license.lic

IIpumeuyanmue:

umMs (aiina JoKHO ObITh TOUHO license.lic.

IMpumeuanmue:

IIOCJIE YCTAaHOBKM Uil MHTEerpanuu ¢ KopmopaTWBHBIM CEpBEPOM H
oOecrieueHns TMONMHOW (PYHKIIMOHATBHOCTH (0coOeHHO st Bepcuit 7.3.3 w
HUKE) HacToATeNnbHO pekoMmenayercs Hactpoutb HTTPS-coenunenne mexmy

cepBepamMH, KaK OMMCAaHO B OOIINX pa3zenax pyKOBOJICTBA

4.2 YcranoBka Ha RedOS

4.2.1 TlpeaBapurtesibHbIe 1eMHCTBUS U YCTAHOBKA 3aBUCHUMOCTE

Vcranosute NGINX:
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Ycranosute penosutopuit EPEL (1511 RedOS 7.2):

sudo yum install epel-release

Otpenaxktupyiite konpurypannonusrii ¢paitn NGINX /etc/nginx/nginx.conf:

user nginx;
worker_processes 1;
Bepcusa 2025.3.1.9230r_log /var/log/nginx/error.log warn;
pid /var/run/nginx.pid;
events {
worker_connections 1024;
}
http {
include /etc/nginx/mime.types;
default_type application/octet-stream;
log_format main '$remote_addr - $remote_user [$time_local] "$request"
'$status $body_bytes_sent "$http_referer" '
""$http_user_agent" "$http_x_forwarded_for"';
access_log /var/log/nginx/access.log main;
sendfile on;
keepalive_timeout 65;
include /etc/nginx/conf.d/*.conf;

VYcranosute PostgreSQL:

Nunnmanu3upyiite 6a3y TaHHBIX:

sudo service postgresgl initdb

JHloGaBbTe B aBTO3arpy3ky b/I:

Hacrpoiite ayrentudukaruto B daiine /var/lib/pgsql/data/pg hba.conf:

° Haiimute ctpoky host all all 127.0.0.1/32 ident u 3ameHure Ha:
host all all 127.0.0.1/32 trust

o Haiigute ctpoky host all all ::1/128 ident u 3amenute Ha: host
all all ::1/128 trust

ITepe3anyctute PostgreSQL:
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sudo service postgresql restart
Cosnaiite 6aBy JaHHBIX U I10JIL30BATEII:

cd /tmp
sudo -u postgres psql -c "CREATE USER r7office WITH password 'r7office';"
sudo -u postgres psql -c "CREATE DATABASE r7office OWNER r7office;"

sudo -u postgres psgl -c "GRANT ALL privileges ON DATABASE r7office TO
r7office;"

Vcranosure Redis:

sudo yum install redis
sudo service redis start

sudo systemctl enable redis
VYcranoBute RabbitMQ:

sudo yum install 'rabbitmg-server-3.*'
sudo service rabbitmg-server start

sudo systemctl enable rabbitmg-server

4.2.2 UcnioJib30BaHMEe HECTAHAAPTHOIO MOPTA

I[J'IH CMCHEI ITOPTA 110 YMOJIYaHUIO BBIIIOJIHUTC
export DS_PORT=<PORT_NUMBER>

I'ne <PORT_NUMBER> — HOMEp mOpTa, KOTOPHIH OyIET UCIIOIH30BATHCA.

4.2.3 JloGaBJjieHHEe PeNO3UTOPHUS U YCTAHOBKA

Jlns ycranoBku Bepcuu 7.4.0.112 u HUKe BBINOJTHUTE KOMaHbI:

yum config-manager --add-repo https://download.r7-
office.ru/repo/centos/main/noarch

cd /etc/pki/rpm-gpg/
wget https://download.r7-office.ru/repo/gpgkey/r7-office.gpg.key
echo "gpgcheck=1

gpgkey=file:///etc/pki/rpm-gpg/r7-office.gpg.key"
/etc/yum.repos.d/download.r7-office.ru_repo_centos_main_noarch.repo

um update

Jlns ycranoBku Bepcuu 2024.1.1-375 u Bolue:

OTkpoiiTe (ailn Ha pegaKTUPOBaHUE:

sudo nano /etc/yum.repos.d/r7server.repo

Jlo6aBbTE CleayIOMUi TEKCT:
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[r7server]

name=r7server
baseurl=https://downloads.r7-office.ru/repository/r7-server-yum/
enabled=1

gpgcheck=1
gpgkey=https://download.r7-office.ru/repos/RPM-GPG-KEY-R7-0FFICE.public
sslverify=1

username=server

password=KwmuQmOzuFIwOwcJsL3zb

OOHOBHUTE CIMCOK PENO3UTOPUEB C MOJATPYHKAEMBIMH TaHHBIMU:

sudo yum makecache

I[JUI YCTAHOBKH BBIIIOJIHUTC!

um install r7-office-documentserver-ee
3amyCcTUTE CEPBUCHI:

systemctl start ds-docservice.service
systemctl start ds-converter.service
systemctl start ds-metrics.service
systemctl enable ds-docservice.service
systemctl enable ds-converter.service
systemctl enable ds-metrics.service
systemctl start nginx.service
systemctl enable nginx.service

4.2.4 Hacrpoiika

3amycTuTe CKpUNT KOH(MDUTYpAITUN:

bash documentserver-configure.sh

Hcnonp3yiite mapameTpsl NOIKIIOYEHUS, YKa3aHHbI B M. 4.3.7 HACTOSIIETO
PYKOBOJICTBA.

I[O63,BBT€ HCKIIFTOUCHUC MCIKCCTCBOI'O OKpaHa:

sudo firewall-cmd --zone=public --add-port=80/tcp --permanent

sudo firewall-cmd --reload

Orxmiounte SELInux, BeImoaHuB jeiictBus w3 1. 4.3.8 Hacrosmero

PYKOBO/ICTBA.

4.2.5 Perucrpanus JUIEeH3UH

I[JIH perucrpainv JIMICH3WKW BBIIIOJIHUTC HeﬁCTBHﬂ, ormucannele B 1. 4.3.9

HACTOSIIIEr0 pyKOBOJCTBA.
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4.3 YcranoBka Ha Alt Linux

IIponiecc ycranoBku Ha Alt Linux wuMeeT 3HAYUTENbHBIE OTJIMYMS OT
YCTAHOBKM Ha Jpyrue AucTpuOyTuBbl Linux #3-3a OCOOCHHOCTEW yINpaBieHUs
nakeTaMM W HACTPOWKHM 3aBUCHUMOCTEW. B jgaHHOM pasnene omnucaHa IMOJHAs

npouenypa yctaHoBku s Alt Linux.

4.3.1 YcTaHOBKA 3aBUCHUMOCTEH

Ilepen ycranoBkoii CepBepa HOKYMEHTOB TMOTpeOyeTCs YCTaHOBUTH

HEKOTOPBIE 3aBUCUMOCTHU. BBIITOTHUTE CIIEAYIONIYIO KOMAHAY:

sudo apt-get install -y xorg-xl1l-font-utils cabextract
VYcranoBute NGINX:

sudo apt-get install nginx

ITocne 3TOTO OTpElaKTUPYUTE KOH(UTYpAITMOHHBIH daiin

NGINX /etc/nginx/nginx.conf, 4ToObl OH BBITJISAIET CICAYIOIIUM 00pa3oM:
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# load dynamic nginx modules

include /etc/nginx/modules-enabled.d/*.conf;
# see http://nginx.net for info & docs
worker_processes auto;

error_log /var/log/nginx/error.log;

events {

worker_connections 1024;

}
include /etc/nginx/conf-enabled.d/*.conf;

http {

proxy_temp_path /var/spool/nginx/tmp/proxy;

fastcgi_temp_path /var/spool/nginx/tmp/fastcgi;
client_body_temp_path /var/spool/nginx/tmp/client;

include /etc/nginx/mime. types;

default_type application/octet-stream;

sendfile on;

gzip on;

# text/html doesn't need to be defined there, it's compressed always

gzip_types text/plain text/css text/xml application/x-javascript
application/atom+xml;

# gzip_comp_level 9;
include /etc/nginx/sites-enabled.d/*.conf;

OOHOBHUTE MEHEKEP NAKETOB:

sudo apt-get install postgresqgll2 postgresqlil2-server

4.3.2 YcranoBka u HacTpoiika PostgreSQL

VYcranosute Bepcuto PostgreSQL, npy BBINOJIHEHUN KOMAH/IbI:

sudo apt-get install postgresqgll?2 postgresqlil2-server

Bri6epere HEOOXOUMYIO BEPCHUIO U3 MPEI0KEHHOTO CIIUCKA MTAKETOB.

Ecnu Bel XOTUTE yCTaHOBHUTH Jpyryro Bepcuro PostgreSQL u3 penoszuropus
PostgreSQL, oOpatutech 3a momoiaHUTENbHOW HHMOpManued K oQHUIHUaTBHOMN
nokymeHTanuu PostgreSQL.

Nunnmanusupyiite 6a3y nanubsix PostgreSQL

sudo /etc/init.d/postgresqgl initdb

[IpoBepbTe BKIIOUEH JU MeTOJ ayTeHTUUKauu «trust» s agpeca localhost
B (popmate IPv4 u IPv6: OTkpoiite daitn /var/lib/pgsql/data/pg_hba.conf

B TCKCTOBOM PCAAKTOPC:
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vi /var/lib/pgsgl/data/pg_hba.conf

[Tpumep:
# "local" is for Unix domain socket connections only
local all all
# IPv4 local connections:

host all all 127.0.0.1/32
trust

# IPv6 local connections:

host all all 1:1/128 ident Ha
trust

# Allow replication connections from localhost, by a user with the

# replication privilege.

local replication all trust
host replication all 127.0.0.1/32 trust
host replication all ::1/128 trust

IIepe3anyctute cepBuc PostgreSQL:

sudo systemctl restart postgresql

Coznaitte 6a3y gaHHBIX U nojib3oBaTens PostgreSQL:

[Tonp3oBaTeneM u mapoyieM Mg CO3JaHHON 0a3bl JaHHBIX JOJKHBI OBITh
r7office.

CHauvasia BBITIOJTHUTE KOMAaHAY JJIsl MPEIOTBpAIEHUs] CUTYallMH, KOrja IpHu
3aImycKe OT UMEHH CYIIepIoib3oBaTels Beimaércs coodmenne could not change
directory to «/root».:

cd /tmp

[Tocne aToro He0OX0AUMO cO37aTh 6a3y TAHHBIX U MOJIH30BATEIS:

sudo -u postgres psql -c "CREATE USER r7office WITH password 'r7office';"
sudo -u postgres psql -c "CREATE DATABASE r7office OWNER r7office;"

sudo -u postgres psql -c "GRANT ALL privileges ON DATABASE r7office TO
r7office;"

4.3.3 YcranoBka Redis

sudo apt-get install redis

3amyctute cepBuc redis v 100aBbTE €r0 B aBTO3arpy3Ky:
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sudo systemctl start redis
sudo systemctl enable redis

4.3.4 YcranoBka RabbitMQedis

sudo apt-get install rabbitmg-server

3anycTtute cepBuc rabbitmqg u 1o6aBbTe €ro B aBTO3arpy3Ky:

sudo systemctl start rabbitmq
sudo systemctl enable rabbitmg

4.3.5 /lo0aBJieHnEe PeNO3UTOPHUS U YCTAHOBKA

Jlo6aBeTe pemo3utopuii CepBepa JOKYMEHTOB C IIOMOIIBIO CJIETYONTHX

KOMaH:

s Bepeuu 7.4.0.112 unu Huxke

apt-repo add
r7-office"

"rpm http://download.r7-office.ru/repo/ALTLinux/p9 noarch

apt-get update

Jns Bepcun 2024.1.1-375 vnu Bele

YcranoBute JOITOJIHUTCJIIBHBIC I1aKCThI

apt-get update && apt-get install ca-certificates apt-https

JloGaBbTE peno3uTopuii

apt-repo add "rpm https://alt-repo.r7-office.ru r7server/x86_64 r7server"

apt-get update

Jiist yctanoBku CepBepa TOKYMEHTOB BBIIIOJTHUTE CIETYIONIYIO KOMaHAY:

apt-get install r7-office-documentserver -ee

3anmycTUTE 3aBUCHUMBbIE CEPBUCHI U I00aBbTE UX B aBTO3ArPy3KY:

sudo
sudo
sudo

sudo
sudo
sudo

sudo
sudo

JIna CepBepa AOKYMEHTOB 10 Bepcuun 7.3.3 U HHUKE,

systemctl
systemctl
systemctl

systemctl
systemctl
systemctl

systemctl

systemctl

start ds-docservice.service
start ds-converter.service
start ds-metrics.service

enable ds-docservice.service
enable ds-converter.service
enable ds-metrics.service

start nginx.service
enable nginx.service

CICAYOINEC KOMAaHAbI:

HCTIOJIB3YHUTE
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service supervisord start
systemctl enable supervisord

systemctl start nginx.service

systemctl enable nginx.service

[Tocne storo CepBep 10KyMeHTOB OyJieT 3amyiieH Kak npoiuecc. [laker Oyaer

OOHOBJISITHCSA, KaK JIIOOOW JPYTroil rpm-naKer.

4.3.6 Cmena nopra

[To ymonuanuro CepBep AOKYMEHTOB CIIyLIAa€T BXOJSALIME COCAUHEHUS Ha
nopty 80. Haunnas ¢ Bepcuu 4.3 M0kHO cMeHUTH nopT i1 CepBepa JOKYMEHTOB
B Clly4yae, €Clv IUIAHUPYETCS MCIOJIb30BaTh €r0 BMECTO TOTO, KOTOPBIM MIET IO
YMOJIYAHMUIO.

Eciu MeHsere mopT Mno YMOJYaHHIO, YOEIUTECh, YTO OH OTKPBIT IS
UCXOJIAIIUX/BXOAMUX coequHeHnid. [locMoTpuTe TONHBI CHUCOK TIOPTOB,
KOTOpBIE UCTIOJB3YIOTCS CepBepoM T10KYMEHTOB.

JUist 3TOro Tpedyercs OTpEelaKTUPOBaTh NMEpEMEHHYI0 OKpyxeHust DS_PORT ¢

IIOMOIIIBIO KOMAaHABI:

declare -x DS_PORT=8083

Bwmecto <DS_PORT=8083> B koMmaH/e¢ BbIIIIE HEOOXOJWMO BMOHUCATh HOMEP
MopTa, KOTOPBIN OYJET UCTIOIB30BATHCS.

Jns wactpoiiku pabotel mo HTTPS-mporokomy cMm. m. 7 HacTosIiero
PYKOBOJCTBA.

[Tocne 3Toro MOKHO NPOJOJKUTH HACTPOUKY.

4.3.7 Hacrpoiika

3amycTuTe CKpUIT KOH(DUTyparuu

3amycrtute ckpunt documentserver-configure.sh:

bash documentserver-configure.sh

Byner npennoxxeno ykaszarh napamerpsl nojkiatodeHusa Kk PostgreSQL, Redis
u RabbitMQ. Vcnons3yiiTe cieayonme JaHHbIC:

Mas PostgreSQL:
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—  Host: localhost

—  Database: r7office
—  User: r7office

—  Password: r7office
Has Redis:

—  Host: localhost
s AMQP:

—  Host: localhost

—  User: guest

—  Password: guest

4.3.8 OTkarouenune SELinux

Hauunas ¢ Bepcuu 5.0 CepBep JI0KYMEHTOB HE TOJJEPKUBACT paboOTy C
BkitoueHHbIM SELinux. [l koppekTHoM paboThl HEOOXOIMMO OTKIIOYHTH
SELinux cieayromum oopa3om:

1. Otkpotite ¢aiin /etc/selinux/config B 11060M TEKCTOBOM peAaKTOPE.
2. Haiinure ctpoky SELINUX=enforcing wiu SELINUX=permissive.

3. 3amenurte ee Ha: SELINUX=disabled.

4. CoxpaHuTe U3MECHEHHS.

[lepesarpysute cepsep AJis NPUMEHEHNS N3MEHEHUI:

[Tocne nepe3arpy3ku MOKHO MPOBEPUTH cTatyc SELinux komaHoi:

sestatus

B pesynbTaTe nomkao otobpakarbes: SELinux status: disabled.

[Tocne BeIMoOMHEHHWS 3THX AcHcTBHM MOXKHO BBectH http://localhost B
aJApeCHON CTpoKe Opay3epa, 4YTOOBI OTKPBHITh CTPAaHHIy TPUBETCTBHS C
JTATbHEHIIIMMHA WHCTPYKIUSAMHA O TOM, KaK TOJIKIIOYUTH MPUMEPbI JOKYMEHTOB HITU

MHTETrPUPOBATh OHJIANH-PEIAKTOPHI B BEO-TIprIIokKeHue ¢ momoisio API.


http://localhost
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4.3.9 Perucrpanus JUeH3NH

[Tocne npuobperenus P7-Oguc. IIpodeccuonanbubiii. CepBep 10KyMEHTOB
BbI nojyunte aitn license.lic. [{ns akTuBaIuu MojgHON BEPCUU MPOAYKTA STOT
(aiin Heo0X0IMMO Pa3MECTUTh B €T0 NHCTAJUTSIITUOHHON JTUPEKTOPHUH.

B cnywae wucnonb3oBanust auctpuOyTuBoB Linux Ha 6a3ze Red Hat, daiin
license.lic cnenyer cKonmupoBaTh B CIACAYIONIYIO MAMNKY:

/var/www/r7-office/Data/license.lic

O6patute BHuUMaHue: WMwms daiina IUIEH3UH JOJDKHO OBITH  CTPOTO
license.lic.

ITocne  BpIMONHEHWs  3TUX  JAeiicTBUi  Bama  Bepcus  P7-Odme.
IIpogeccnonanbublii. CepBep 10KYMEHTOB OyAET 3apErUCTPUPOBAHA U MOTYYUT

JOCTYT KO BceMy (yHKIIMOHATY.
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5. YCTAHOBKA C UCITIOJIB3OBAHUEM DOCKER

[lepen ycranoBkoit CepBepa I0KYMEHTOB HEOOXOJIMMO YCTaHOBUTD IMOCIJIETHIOO

Bepcuto Docker.

5.1 OOmue pekoMeHAAUMN

—  Jlna ycranoBku Ha Astra Linux Common Edition 2.12 Bocnonb3yiiTech
VHCTPYKIMEN c o(HUIIUATIBHOTO caiita Astra Linux
(https://wiki.astralinux.ru/pages/viewpage.action?pageld=57444684).

— Jlnga ycraHoBku Ha Alt Linux BOCHOJB3YUTECh WHCTPYKLIHMEH C
odpunmanbHoro caira Alt Linux (https://www.altlinux.org/Docker).

—  Hns ycranoBku Ha PEJl OC Mypom 7.3 (mpomyCTUB IIarv CO3/1aHUS
6a30BOr0 00pasa) BOCMOJIB3YUTECh HHCTPYKIMEH ¢ O(UIIMATEHOTO CaiTa
PEJl OC (https://redos.red-soft.ru/base/redos-7_3/7_3-administation/7_3-

containers/7_3-docker-install/?sphrase_id=526508).

5.2 Hacrpoiika DNS

B Docker no ymonmuanuto ykazansl DNS-cepBepsl Google (8.8.8.8). Ecnu Bam
cepBep He Oyaer umerhb jgocryna B Mutepuer, 3amenute DNS-anpec Ha anpec
Batero JiokaiabHoro DNS-cepsepa:

st CUCTEM Ha OCHOBE Debian OTpPEIaKTUPYHITE (aiin

/etc/default/docker:

docker_ OPTS="--dns <Baw_dns_aapec>"

st cuctem Ha ocHoBe RPM (CentOS) daiin koHpUTYpalli HaXOAUTCS IO ITYTH:

etc/docker/daemon. json

5.3 YcranoBka

[Tocne yctanoBku Docker BblnonHUTE ClEAYOIME IATH:

1. AyreHTH(UKanUs B pENO3UTOPHH:


https://wiki.astralinux.ru/pages/viewpage.action?pageId=57444684
https://www.altlinux.org/Docker
https://redos.red-soft.ru/base/redos-7_3/7_3-administation/7_3-containers/7_3-docker-install/?sphrase_id=526508
https://redos.red-soft.ru/base/redos-7_3/7_3-administation/7_3-containers/7_3-docker-install/?sphrase_id=526508
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docker login -u r7-repo -p 1iXPVtQPQzZvaxt6uG https://downloads.r7-

office.ru:9010
2. 3amycK KOHTelHepa:

sudo docker run -i -t -d -p 80:80 --restart=always downloads.r7-

office.ru:9010/r7o0ffice/documentserver-ee:2025.3.1.923

3. CmeHa nopra o yMOJIYaHUIO:

Jlns ncnonb30BaHUs HECTAHAAPTHOIO MOPTAa U3MEHUTE KOMaHy 3aIlycKa:

sudo docker run -i -t -d -p <PORT_NUMBER>:80 --restart=always

downloads.r7-office.ru:9010/r7o0ffice/documentserver-ee:2025.3.1.923

rae <PORT_NUMBER> — HOMep nopTa, KOTOPbIN TPeOyeTCsl UCIOJIb30BATh

5.4 CoxpaHeHHe JaHHBIX BHe KOHTCHEPOB

Pacnosioxkenue JaHHBIX

JlaHHBIE XpaHATCA B CIEIYIONINX KaTalorax:

— /var/log/r7-office — nor-daiimns;

—  /var/www/r7-office/Data — ceptudukarsr;

— /var/lib/r7-office — k»m ¢aiinos;

— /var/lib/postgresql — 6a3a gaHHBIX.

HacrosiTenbHO peKoOMEHIyeTcsl COXpaHATh JaHHble BHE KOHTeiHepoB Docker
Ha XOCT-KOMIIBIOTE€pE, TaK KAaK 3TO MO3BOJIAET HPHU BBIXOJIE HOBOW BEPCUU JIETKO
0oOHOBJISITE CepBep NTOKYMEHTOB 0€3 MOTepU JJAHHBIX.

MoHTHpOBaHHE TOMOB

JIns monmydeHusi AOCTyINa K JAHHBIM W3BHE KOHTEWHEpPA HAJl0 MOHTHPOBATh
ManKy X0CTa K KOHTEHHEpY.

OTO MOXHO clenaTh, yKa3aB 3Ha4yeHHE Mmapamerpa -V B komanae docker

run:

sudo docker run -i -t -d -p 80:80 --restart=always \

-v /app/r7-office/DocumentServer/logs:/var/log/r7-office \

-v /app/r7-office/DocumentServer/data:/var/www/r7-office/Data \
-v /app/r7-office/DocumentServer/lib:/var/1lib/r7-office \

-v /app/r7-office/DocumentServer/db:/var/lib/postgresql \
downloads.r7-office.ru:9010/r7o0ffice/documentserver-ee:2025.3.1.923

IIpumeuanmue:
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€CIM  MOHTUPYEMble TIANKh HE CYIIECTBYIOT, OHU OyIyT CO3JaHBI

aBTOMATUYECKH, HO MOTYT MOTPeOOBaTh PYYHOU HACTPOIMKHU MpaB AOCTYyIA.

5.5 Hacrpoiika HTTPS

[TonpoOHOE pPYKOBOJCTBO IO HACTPOWKE 3aIIUIICHHOTO COSTUHCHHS IS
Docker-konTelinepa, BKJIIOUasi reHepaluio cepTuPUKaToB 1 MOHTUPOBAHHUE TOMOB,

ONMCAHO B II. 7.3 TaHHOTO PYKOBOJCTBA.

5.6 AxTUBaANMA JUIECH3NH

JIns akTUBalMM TIOJTHOM Bepcuu momecTutTe aitn nunensuu license.lic B

MOHTHPYEMYIO THUPEKTOPHIO:

sudo docker run -i -t -d -p 80:80 --restart=always \

-v /app/r7-office/DocumentServer/data:/var/www/r7-office/Data \
downloads.r7-office.ru:9010/r7o0ffice/documentserver-ee:2025.3.1.923

Ecnu  wucnonwsdyercs kouteitHep docker, ¢aiin license.lic MoxHO
IIOMECTHUTH B T00YT0 TMankKy (Hampumep, /app/r7-
office/DocumentServer/data/license.lic).

Nwms daitna nuueH3nn 10KHO ObITh cTporo license.lic.
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YCTAHOBKA HA WINDOWS SERVER

6.1 OOmue peKOMEHIAUM MO YCTAHOBKE

YCTaHOBKy BCCX KOMIIOHCHTOB U )II/ICTpI/I6YTI/IBOB nporpaMMHOTO oOecrieueHus

HGO6XOI[I/IMO MMPOU3BOJAUTL HCKIIIOYUTCIIBHO OT HMMCHH AI[MI/IHI/ICTpaTOpa. 910

Tpe6OBaHI/I€ SIBJIICTCS 00s13aTEIIbHBIM JIIsA oOecneueHus KOppCKTHOﬁ pa60TBI BCCX

CITY>K0 ¥ KOMIIOHEHTOB CUCTEMBI.

[Tepen HauaaOM yCTaHOBKH YOCIUTECH, UTO:

Hcnonw3zyercss mnopaepkuBaeMasi CEpBEpHas ONepaldOHHasi CHCTEMa
(Windows Server 2019 x64 / 2022).

CucrtemMa COOTBETCTBYET allllapaTHbIM TPEOOBAHUSAM, YKa3aHHBIM B 1I. 2.1
HACTOSIIEr0 PyKOBOJICTBA.

Nmerorcst mpaBa aaMUHUCTpaTOpa Ha yCTAHOBKY IPOTrPaMMHOIO
obecrnieueHusl.

JlocTtymHO ~ cTaOMIBbHOE  WHTEPHET-TIOAKIIOUEHUWE Ui 3arpy3Ku
HEO0OXOIUMBIX KOMIIOHEHTOB.

Bce neobxomumeie nomosiHuTeNbHbIE KOMIIOHEHTHI (PostgreSQL, Redis,

Erlang, RabbitMQ) OynyT ycTaHOBIEHBI 3apaHee.

6.2 YcTaHOBKA HEO0XOAMMBIX KOMIIOHEHTOB

6.2.1 IlpexBapuTeIbHAS MOATOTOBKA CHCTEMbI

HUcnoab3yembie quctpudyrussl 11O:

PostgreSQL Version 15.3
Redis for Windows 5.0.14.1
Erlang/OTP 26.0
RabbitMQ server 3.11.18

OnuuoHajbHbIe KOMIOHEHTHI:

Visual Studio 2013 apxurextypa X64 Bepcus 12.0.40664.0
Visual Studio 2015-2022 apxutektypa X64 Bepcus 14.36.32532
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—  Visual Studio 2015-2022 apxutextypa X86 Bepcus 14.36.3253

6.2.2YcranoBka u HacTpoiika PostgreSQL

[Ipouecc yctaHOBKM:
1. Ckauyaiite u 3anmycture yctaHOBIIMK PostgreSQL
2. B nporuecce ycTaHOBKM HEOOXOUMO 3a7aTh Mapojib CyNeprnoib30BaTels
(postgres) (Pucynoxk 1).

3. 3aBepumTe YCTAHOBKY, CIEAYSI HHCTPYKLHSAM MacTepa yCTaAaHOBKHU

Setup = = e
Password eyl
LI
Please provide a password for the database superuser (postgres).
Passward
Retype password
| < Back ‘ ‘ Mext > | ‘ Cancel

Pucynok 1 — ITaposs CynepnoJib3oBaresis
Co3nanne 0a3bl JAHHBIX U M0JIb30BATEJIS:
[Tocne ycnemnHoit ycraHoBku PostgreSQL HeoOxoaumo co3aaTh 0azy JaHHBIX
U ToJsib30Barelnd. 3amyctute KoMaHAHYIO CTpOKYy OT MMEHHU AJIMHUHUCTpaTopa W

IMOCJICAOBATCIIbHO BLIITOJIHHUTC CICAYIOIINC KOMAHIbI:

cd C:\Program Files\PostgreSQL\15\bin
psql -U postgres -c "CREATE USER r7office WITH password 'r7office';"

psgql -U postgres -c "CREATE DATABASE r7office OWNER r7office;"

psgql -U postgres -c "GRANT ALL privileges ON DATABASE r7office TO
r7office;"

—  Brimonnsiem ycranoBky Redis;

—  Brmmonnsem ycranoBky Erlang/OTP;
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—  BrimonHsiem yctaHoBKy rabbitmq server.

Bce yCTaHOBKI/I JOJKHBI l'[pOl/l3B0l[I/ITbCﬂ OT UMCEHHU Al[MI/IHI/ICTpaTOPa.
6.3 YcraHoBka

6.3.1 IloaroroBka M 3anyCK YCTAHOBKH

Koraa Bce HeoOXoauMMble KOMIIOHEHTHI OyAyT YCTaHOBJIEHBI, a 0a3a JaHHBIX
co371aHa, MOYKHO MEPEXOIUTh K YCTAHOBKE OCHOBHOM IPOIPAMMBL:
1. Ckauvaiite ycraHoBouHblii (aitn P7-Oduc. IlpodeccuoHaibLHBIM.
CepBep 10KYMEHTOB.
2. 3amycTuTe YCTAHOBKY 3arpy’KeHHOIO JUCTpUOYTHBA OT HMEHH

AnmuHHCTpaTopa.

6.3.2 HacTpoiika nopToB NOAKJIIOYECHUS

I[To ymomuanutro P7-O¢uc. IIpodeccuonanbubiifi. CepBep J0KYMEHTOB
ucnosibdyer nopt 80 mma Bxomsmmux coeauHeHuid. Haunmnas ¢ Bepcum 4.3 BbI
MOXKET€ HW3MEHHUTh MOPT MO yMoidaHuto. [list 3Toro HeoOXOoauMO 3amyCTHUTh

WCIIOJTHSIEMBIN (paiii ¢ mapamMeTpom:

r7-office-documentserver-ie-X.X.X.exe /DS_PORT=<PORT_NUMBER>

rae <PORT NUMBER> — »T0 HOMEp nopTa, KOTOPHI OyI€T UCIIOIh30BATHCA.

6.3.3 IIpouecc yCTAHOBKH

ITocne 3amycka ycraHoBuMka oOTKpoercss Macrep ycraHoBku P7-Odmc.
Ipodeccuonanbuplii. CepBep 10KYMEHTOB:
1. Haxwmunre kHONKY «/lasee» 1 Hayana nporecca yCTaHOBKH
[To ymomuanuio nporpamma OyJeT ycraHoBjieHa B manky: C: \Program
Files\R7-OFFICE\DocumentServer\.
3. IIpu HEOOXOOUMOCTH W3MEHHUTE IyTh YCTAHOBKU, HA)KaB HA KHOIKY
«O030p» ¥ BHIOpaB HYKHYIO MMANKy Ha KOMITbIOTEPE.

4. Haxwmure kHONKY «Jlanee» s MpOAOJIKEHHUS.
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6.3.4 YcTaHOBKA 3AaBHCHMOCTENH M KOMIIOHEHTOB

Ecniu Ha  KommblOTepe  OTCYTCTBYIOT  HEKOTOPBIE  JIOMOJHUTEIIHHBIE
KOMIIOHEHTBI, HEOOXOAUMBIE JIJIsl TPaBWIbHOU paboThl CepBepa 10KYMEHTOB:
1. CHauana OyayT aBTOMAaTHYE€CKH CKaYaHbl U YCTAHOBJICHBI HEJOCTAIOIINE
3aBUCHUMOCTH.
2. Jlaiee HaXXMUTE KHOIKY «YCTaHOBUTb» M JIOXKIUTECh 3aBEpIICHUS
npoiiecca.
3. Eciu Bce TpeOyemble KOMIIOHEHTHI YK€ YCTAaHOBJICHBI, HAYHETCS
HenocpeacTBeHHas — ycrtaHoBka  P7-O¢guc. IIpodeccrnoHa bHBINM.

CepBep 10KYMEHTOB.

6.3.5 Hacrpoiika noak/jao4YeHuil K 6a3aM JaHHBIX

B mpomecce ycraHOBKM MOTpeOyeTcss HACTPOUTh MOJAKIIOYEHHS K
YCTaHOBJICHHBIM PaHEE KOMITIOHEHTAM:

Hacrpoiika noakiarodyenust k PostgreSQL:

—  Host: localhost

—  User: r7office

—  Password: r7office

—  Database: r7office

Hacrpoiika noakiodennsi K RabbitMQ:

—  Host: localhost

—  User: guest

—  Password: guest

6.3.6 3aBepiIeHHE YCTAHOBKHU

[locne 3aBeplieHHMs YCTAaHOBKM Ha)XMHUTE KHONKY «3aBEpUIMTHY», YTOOBI

3daKPbITb OKHO MACTCpa YCTAHOBKH.
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7. HACTPOMKA HTTPS

7.1 OOmue TpedoBaHUS

Jlns mepeBojga CepBepa JlokymenToB Ha mnpotokon HTTPS, neobxomumo
UMETh cepTU(UKAT OE30MACHOCTH U 3aKPBITHIN KIII0Y cepTHU(HUKATA.

—  Cepruduxat 6e3omacHoctu ((haii c pacuiupeHnem .crt)

—  3axkpsIThIil KITI0Y cepTudukara (daiii ¢ pacumpenuem .key)

NMs ngomeHa, ykazaHHO€ B cepTH(UKATe, JOKHO COOTBETCTBOBaTh DNS-

MIMEHM BaIlIEro ceprepa.

7.2 Hacrtpoiika HTTPS na Linux (s ycranoBku u3 RPM u DEB

NMAKETOB)

JInst py4HOM HACTPOWKHU BBIMIOJIHUTE CIIECIYIOIIUE [IArn:
1. IloaroroBka cepTudukaToB
Coznaiite AMPEKTOPUI0O W TIOMECTHTE B Hee (aiabl cepTUdUKaTa U
3aKpBITOTO KJIIOYa.
mkdir /var/www/r7-office/Data/ssl
Ceprudukar Oe3zonacHocTH (.crt) M 3akpbIThld Kitou ceptudukarta (.key)
HEO0OXO0IUMO TOMECTHUTH MO My TH:
/var/www/r7-office/Data/ssl
2. Hactpoiika kondurypamuu Nginx
Ckonupyiite ¢aiin ds-ssl.conf.tmpl B ¢aitn ds.conf ¢ nomormibto

CIEAYIOLIEH KOMaH/IbI:

sudo cp -f /etc/r7-office/documentserver/nginx/ds-ssl.conf.tmpl /etc/r7-

office/documentserver/nginx/ds.conf
Otpenaktupyiite daiin:
/etc/r7-office/documentserver/nginx/ds.conf

B pazgene HTTPS host ykaxuTte KOppeKTHbBIC ITyTH K BauM (aitiam:



33
RU.48324255.C[I-PA.001-NY-B1.0

# PacKOMMEHTUPYNTE M W3MEeHUTe creaywliMe CTPOKM, yKasaB CBOW UMeHa ¢ainos:

ssl_certificate /var/www/r7-office/Data/ssl/uma_Bawero_édaina.crt;

ssl certificate key /var/www/r7-office/Data/ssl/uma_Bawero_ ¢ainna.ke

CoxpanuTte u 3akpoiite (aii.
IIpoBepka U npuMeHeHHe KOHPUTYPALMH
[IpoBepbTe KOPPEKTHOCTh CHHTaKcuca ¢aiaoB koHpurypauum Nginx u

nepe3anycTuTe Ciayxoy:

sudo nginx -t

sudo service nginx restart
HonyqaeM BBIBOJI KOMaHIbI 00 YCIHEUIHOM T€CTUPOBAHUU KOHcpI/IrypaL[I/II/I:

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok

nginx: configuration file /etc/nginx/nginx.conf test is successful

AxkTtyanu3anus napamerpoB CepBepa 10KyMEHTOB

Boinonuute ckpunt AJist oOHOBIIeHUs mapameTpoB securelink.

sudo bash /usr/bin/documentserver-update-securelink.sh

7.3 Hactpoiika HTTPS B Docker

3anyck ¢ HTTPS:

sudo docker run -i -t -d -p 443:443 --restart=always \

-v /app/r7-office/DocumentServer/logs:/var/log/r7-office \

-v /app/r7-office/DocumentServer/data:/var/www/r7-office/Data \

-v /app/r7-office/DocumentServer/lib:/var/1lib/r7-office \

-v /app/r7-office/DocumentServer/db:/var/lib/postgresql \
downloads.r7-office.ru:9010/r7o0ffice/documentserver-ee:2025.3.1.923

['enepanus camMonoANMUCaHHBIX CEPTUPUKATOB:

1. Coznmanue 3aKpbITOrO KIHOYA!

genrsa -out r7office.ke

2. Coznmanue 3anpoca Ha noanuch ceprudukara (CSR):

r7office.key -out r7-office.csr
3. Iloxnucanue cepTH(bHKaTa:

openssl x509 -req -days 365 -in r7office.csr -signkey r7office.key -out

r7office.crt

Ycuiienune 0e30acHOCTH cepBepa
Ycunenue 0e3omacHOCTH cepsepa (cm. CCBUIKY:

https://raymii.org/s/tutorials/Strong_SSL_Security_On_nginx.html).


https://raymii.org/s/tutorials/Strong_SSL_Security_On_nginx.html
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Jlns1 aTOro HeobxoauMO creHepupoBaTh napamerpsl Jduddu-Xemnmana (DHE),

oOecreunBaroire 00yee BbICOKYI0 CTOMKOCTB:

openssl dhparam -out dhparam.pem 2048

YcranoBka SSL-ceprudukaron

W3 yetbipex paHee creHepupoBaHHbIX (ailioB Ha cepBep r7office HeoOxonuMo
yctaHoBUThH (aitnel r7-office.key, r7-office.crt u dhparam.pem. ®aiin
CSR He TpeOyercsi, HO yOeauTeCh, YTO CO3/IaHa €ro pe3epBHas Konus (Ha ciydaii,
€CJIM OH BaM CHOBa MOTpeOyeTcsl).

[To ymomuanuro mnpusnoxenue r7office Hactpoeno mns moucka SSL-
ceptudukatoB B Kataiore /var/www/r7-office/Data/certs. Dtor nyTh
MOKHO U3MCHHUTb, UCITONTB3Y S napameTpbl HACTPOUKHU
SSL_KEY_PATH, SSL_CERTIFICATE_PATH u SSL_DHPARAM_PATH.

IIyte /var/www/r7-office/Data/ - 3T0 myTh K XpaHWIUILY JaHHBIX.
Co3znaiite MankKy C MMEHEM certs B KaTajore /app/r7-
office/DocumentServer/data/ u ckonupyiite B Hee (aitnbl. B kauecTBe Mepsl
0€301MacHOCTH HEeOOXOIMMO M3MEHUTH TpaBa JocTyna kK Qainy r7-office.key,

YTOOBI OH OBIJI AOCTYIICH Ha YTCHUC TOJIBKO BJIAJICIIBITY.

mkdir -p /app/r7-office/DocumentServer/data/certs cp r7-office.key
/app/r7-office/DocumentServer/data/certs/

cp r7-office.crt /app/r7-office/DocumentServer/data/certs/ cp dhparam.pem
/app/r7-office/DocumentServer/data/certs/ chmod 400 /app/r7-
office/DocumentServer/data/certs/r7-office.ke

[lepezanyctute Docker-konTeitnep:
sudo docker restart DOCUMENT_SERVER_ID

7.4 Ilepexirouenune CepBepa nokymenToB Ha HTTPS B OC Windows

IIpexxne yeM HauMHaTh nepexirodeHre CepBepa JOKYMEHTOB Ha MPOTOKOJ
HTTPS, Heob6xoauMo co3AaTh/NONIYYUTh CEPTUPHUKAT OE30MACHOCTH U 3aKPBITHIN
KJIIOY cepTU(UKATa.

[Tonoxute nx B manky SSL (eciu €€ HET, TO CO374aTh) HA KOMIIBIOTEPE, TIE
ycranoBien DS. Tlo ymomuwanuro nyte:  C:\Program Files\R7-
Office\DocumentServer-IE\nginx\ssl

[locne nonyuyeHus: cepTudukara nepenuTe K CiaeayoleMy 3Tay.
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Ba:xxno: Bce xoMaHABl NOKHBI BBIIOIHATHCS C MpaBaMU aJMUHHCTPATOPA.
UT0OBI 3aITyCTUTh KOMAHIHYIO CTPOKY C MOBBIIIEHHBIMA TPUBUJICTUSMH, IICIIKHUTE
nmpaBold KHOMKOM MbImM no kKHomke «llyck» u BblOepuTe nyHKT «KomangHas
CTpoKa (aAMUHUCTPATOP)».

1. OcranoBure ceppuc CepBep 10KYMeHTOB Proxy:

2. Cxonupyiite daiin %ProgramFiles%\R7-

Office\DocumentServer-IE\nginx\conf\ds-ssl.conf.tmpl B
dbaiin %ProgramFiles%\R7-0ffice\DocumentServer-

IE\nginx\conf\ds.conf ¢ momoibo cieayroIieii KOMaHbl:
COPY /Y "%ProgramFiles%\R7-0ffice\DocumentServer-IE\nginx\conf\ds-

ssl.conf.tmpl" "%ProgramFiles%\R7-0ffice\DocumentServer-
IE\nginx\conf\ds.conf"

Otpenaktupyiite daiin %ProgramFiles%\R7-0ffice\DocumentServer-
IE\nginx\conf\ds.conf, 3ameHuB Bce mapaMeTpbl B JABOMHBIX (UTYPHBIX

cKkoOKax {{...}} Ha paKTUYECKU UCTIONb3yEMBIE:

@urypHbie CKOOKH {{...}} TakKe Hy HO YJaJIHTh.

OG6paTuTe BHMMaHHE Ha TO, YTO OOpaTHBIA cidml ( \ ) HAZO AKPAHUPOBATH
OJIHMM U3 CIIEYIONIUX CIIOCOOOB:

1. C:\\Program Files\\R7-Office\\DocumentServer-
IE\\nginx\\ssl\\r7office.key unu

2. C:/Program Files/R7-0Office/DocumentServer-
IE/nginx/ssl/r7office.key.

Ecnu B Ha3zBaHWM MmMyTH UMEIOTCS MPOOENBI, TO BECh IyTh HYXXHO B3STh B
KaBbIuKK, Hampumep: «C:/Program Files/R7-0ffice/DocumentServer-
IE/nginx/ssl/r7office.key».

—  {{SSL_CERTIFICATE_PATH}} — myTh Kk Bamemy ceptudukary SSL;

—  {{SSL_KEY_PATH}} — myTh Kk 3aKpeITOMY KJTtouy ceptudukara SSL.
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ssl_certificate "C:\\Program Files\\R7-0ffice\\DocumentServer -
IEN\nginx\\ssl\\r7o0.ro.crt";
ssl_certificate_key "C:\\Program Files\\R7-0ffice\\DocumentServer -
IEN\nginx\\ssl\\r7o0.ro.key";
O6parutech K JIOKYMEHTAIUU NGINX
(https://nginx.org/ru/docs/http/ngx_http_ssl_module.html) TUISL MOJTy4YECHUS

JOTIOJTHUTEIPHON HWHOpMAIMK o mapameTrpax SSL, KOTOpbIe HCIOIB3YIOTCS B
(aiine KoH(pUTrypaluH.
3. OOHOBUTH 3HAUCHUS:

"z daiina C:\Program Files\R7-Office\DocumentServer-

IE\config\local. json HeoOXoauMo B3ATh 3HAUCHHSI 3 CTPOKH

"storage": {
Ilfsll: {

"secretString": "3cgSKZE1QNoTHOQjyMI1"

N w3menutp B Tpéx w™ectax B (aime C:\Program Files\R7-

Office\DocumentServer-IE\nginx\conf\ds.conf:

set $secure_link_secret verysecretstring;

I'ne,

Bwmecto verysecretstring nojcrasnsem 3HaueHue u3 daina local.json u3
napaMmeTpa secretString
4. Korma Bce u3MeHEHHS OyIyT BHECEHBI, MOXHO CHOBa 3alyCTHTh CEPBHC

CepBep n1okyMeHTOB Proxy:

net start DsProxySvc
Ipumeuanmue:

JUTSI TIPABWJILHOM PaOOTHI MOpTasia JOJKEH ObITh OTKPHIT IOPT 443.

5. TlpoBepsiem paboty, nepetias Ha DNS ums unu IP cepBepa, D10KEH OTKPBITHCS

cait no nporokosry HTTPS.


https://nginx.org/ru/docs/http/ngx_http_ssl_module.html
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7.5 JlocTynHble mapamMeTpbl HACTPOUKH

@nar " --env-file B mnapamerpax komaHnel docker run mno3BossieT

3a/aTh BCE€ HEOOXOJIMMBIE IEpEMEHHbIE cpeAbl B OAHOM (aitie. Tak MOXKHO

n30eXaTh HAIMMCAHUs MOTEHIIMAIBHO JUTMHHON KoMaHael docker run.

Hwxe npuBOIXTCS MOJHBINA COMCOK MMapaMETPOB, KOTOPBIE MOKHO HACTPOUTH,

HCIIOJIB3Ys IICPECMCHHBIC CPCBI.

R7OFFICE_HTTPS HSTS ENABLED: JlonoaHUTENbHBIA HapameTp
Hactpoiiku nis otkimoueHuss HSTS (HTTP Strict Transport Security).
[IpumensieTca TOJIBKO B TeX cilydasx, korzna ucnoisb3yercs SSL. Ilo
YMOJTYaHUIO 33/1aHO 3HaueHue true.
R7OFFICE_HTTPS _HSTS MAXAGE: JlonoJHUTEIbHBIA MOapaMeTp
HACTPOMKHM Ansi 3amaHusi mapamerpa max-age HSTS B koudurypammm
BuptyanbHoro xocra NGINX mnsa r7office. [Ipumensercs Toibko B Tex
cinyyasix, korga ucnoibzyercs SSL. Ilo ymonuaHuio 3aiaHo 3HayeHUeE
31536000.

SSL. CERTIFICATE PATH: Ilyte k  wucnoibdyeMoMy  SSL-
ceprudukary. Ilo ymosuanuio 3agaHo 3HaudeHue /var/www/r7-
office/Data/certs/r7-office.crt.

SSL. KEY PATH: Ilyts k 3akpeitomy kmouy SSL-ceprudukara. Ilo
YMOJTYaHUIO 3aaHO 3HAYEHUE /var/www/r7-
office/Data/certs/r7-office.key.

SSL._ DHPARAM PATH: Ilyts x mapamerpy Hduddu-Xemnmana. Ilo
YMOJTYaHUIO 3aaHO 3HAYEHUE /var/waww/r7-
office/Data/certs/dhparam.pem.

SSL_VERIFY_CLIENT: BkitoueHne npoBepkH cepTUPUKATOB KINCHTA
¢ nomompbio (aitma CA_CERTIFICATES_PATH file. Ilo ymomuanuto
3a7aHo 3Hauenue false.

POSTGRESQL_SERVER HOST: [P-agpec wnnm wumsa XocTa, Ha

KOTOpOM 3arnyleH cepBep PostgreSQL.
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POSTGRESQL_SERVER PORT: Homep nopra cepsepa PostgreSQL.
POSTGRESQL_SERVER DB NAME: Nwms 0a3bl JTAaHHBIX
PostgreSQL, koTopas 1oiKHA co3aBaThCs MPU 3aIycKe o0pasa.
POSTGRESQL_SERVER USER: I/wMms HoOBOro mnonb30Bareis C
paBaMU CyNepIioib30BaTes A yueTHol 3amucu PostgreSQL.
POSTGRESQL_SERVER PASS: Ilaponb, 3agaHHbIA [J11 Yy4E€THOM
3anucu PostgreSQL.

AMQP_SERVER URL: AMQP URL g1 moakiro4eHUs K CEpPBEpPY
MeHeKepa COOOLIEHUH.

AMQP_SERVER TYPE: Tun MEHeKepa COOOIICHUIA.
[TopnepxuBatorcs 3HaueHus rabbitmq wmm activemq. [lo ymomuanuro
3a7aHo 3HaYeHue rabbitmg.

REDIS SERVER_HOST: [P-agpec wiu uMs XOCTa, Ha KOTOPOM
3amymieH Redis.

REDIS_SERVER PORT: Homep nopta cepsepa Redis.

NGINX WORKER PROCESSES: Ormpenenser uucio pabodmx
npoueccoB NGINX.

NGINX_WORKER _CONNECTIONS: 3anaér MakCUMaJbHOE YHCIIO
COEIMHEHUM, KOTOphIE OJHOBPEMEHHO MOKET OTKPBITh pabouuil mporecc
NGINX.

JWT_ENABLED: VmpasiseT BKIIOYEHHEM BAIMAALUU IOCPEICTBOM
JSON Be6-Ttokena P7-Oduc. [Ipodeccuonanbupiii. CepBep TOKYMEHTOB.
[To ymomuanuto 3agaHo 3HaueHue true.

JWT_SECRET: Onpenenser cekpeTHbli Kirod juisi Banmuaanuu JSON
BeO-TokeHa mpu 3arpoce Kk P7-O¢uc. Ilpodeccuonanbubiii. CepBep
A0KyMeHTOB. [1o ymMmonuanuto 3agaHo 3HaueHue secret.
JWT_HEADER: Onmnpenenser HTTP-3aronoBok, KoTopbslii Oyner
ucrnonb3oBaThess s ornpaBku JSON BeO-tokena. I[lo ymomuanwio

3agano 3Hayenue Authorization.
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HHPUJIOXKEHMUE 1

st xoppekTHoil paboTsl CepBepa JAOKYMEHTOB U €ro KOMIIOHEHTOB

HE00X0AMMO 00€CIeUUTh JOCTYIHOCTD CIEAYIOIIUX OPTOB.

Taoauna 2 — Cnucok UCnoJib3yeMbIX OPTOB

ITopT Ha3nauenmue IIpumeuyanue
80 OCHOBHOM NMOPT 11 IOCTyIA | YKa3bpIBAae€TCA B KOMaHIax
K BeO-uHTEp(eicy mno 3anycka Docker u
npotokosry HTTP. HacTpoiikax (aeppoia.
TpeOyeTcst OTKPBITH IS
KJIMEHTCKOI'O JIOCTYTaA.
443 [Topt nyst moctyna K BeO- Hcnonb3yercs npu
uHTepdency Mo MPOoTOKOIY HaCTpOiiKe 6€3011acHOro
HTTPS. coeauHenus. TpeOyercs
OTKPBITh JJIsI KIUEHTCKOTO
JOCTYIIA.
5432 [Topt, ucnons3yemerit CYBJ] | Jlnsa 6e3onacHocTu
PostgreSQL s PEKOMEHYETCSI OTPAHUYUTD
BHYTPEHHETO noctyi Tosibko ¢ localhost
B3aMMO/JICUCTBUSA Wi BHYTpeHHUX [P-anpecos
KoMIoHeHTOB CepBepa CEpBEPOB.
JOKYMEHTOB.
6379 [TopT, ucnonp3yemerii Redis | Jlis 6e3omacHocTH
JUTSL KOLIMPOBAHUS U PEKOMEHYETCSl OTPAHUYUTD
BHYTPEHHETO noctyn Tosbko ¢ localhost
B3aMMO/ICCTBUS. unu BHyTpeHHux [P-agpecos
CEPBEPOB.
5672 [TopT, ucnosb3yeMbli Jlst 6e3omacHOCTH

MEHEKEPOM OUepeneu
RabbitMQ m1s1 BHyTpeHHETO
B3aUMO/IECHUCTBHUSL.

PEKOMEHYETCSI OTPAHUYUTD
nocTyn Toibko ¢ localhost
unuv BHyTpeHHux [P-agpecos
CEPBEPOB.
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JIMCT perucrpauum u3MeHeHU

Homepa 1mcToB (CTpaHHIL)

HU3M

U3MCHCH

HBIX

3aMC
HCHHBIX

HOBBIX

AHHYJIUPO

BaHHBIX

Bcero
JINCTOB
(cTpanmi)
B JIOKyM

Ne

JOKYMEH
Ta

Bxomsmuii

Ne corpoBo
TUTEITHLHOTO
TIOKyMEHTa

U 1aTta

ITonm.

JlaTa




