HCTpYKIIMS IO YCTAHOBKE reverse proxy Ha
0a3e nginx Ay apxuTekTyphl middle
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1. Apxurekrypa

B naHHOW MHCTPYKIIMH PACCMOTPHM YCTaHOBKY FEVErSe Proxy i mporpaMMHOTO
npoaykra P7 Cepsep ba3osbiii B apxutektype Middle.

Hwxe npencrabinena cxema apxutektypsl Middle ¢ reverse proxy (nginx)

3aKpHITHIII KOHTYP

80/443

[

80/443

Reverse proxy
Besrit ip
ITpuBatHbi ip

S

TTonp3oBateTH

80/443 ¥

Community Server
TIpuBatHstii 1p

Document Server

Pennukauma % s
IIpuBatHsi 1p

MySQL-Server MySQL-Server
Master Replica
IIpuBatHENi ip IIpuBatHENi ip

cxema middle apxuTekpypsl 3a reverse proxy

[IpeumymiectBa ~ NaHHOW  ApPXUTEKTYphl  3aKJIIOYAIOTCA B TMOBBIIICHUU
OTKa30yCTOMYMBOCTH CUCTEMBI B LI€JIOM M 3aKPBITHS JOCTyNa K CEPBEPAM U3 BHE.

1.1 Front-end / back-end npunosxenus

Kak B cmyuae ¢ Microsoft Windows, tak u B ciydae ¢ Linux Bepcueil mpomaykTa,
front-end u back-end npunoxxenus pa3meriaercs Ha ogHOM cepBepe. Harpyska Ha cepBep
NPUIOKEHHUI CHIYKACTCS 3a CUET pa3MelieHus] (DyHKIIMOHAIBHBIX MOJYJICH Ha OTACIbHBIX
cepBepax.
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1.2 Cucrema Ynpasnenust bazamu J{anHbIX

ba3za maHHBIX sBIIseTCS HEOTheMsIeMOl dacThio [IpomykTa, o0ecrednBaeT XxpaHeHHEe U
yIIpaBJICHUE CIICIYIOMMUMU JaHHBIMU (YKPYTHEHHO):

— wuH(opMaIus 0 MOJb30BATEISAX CUCTEMBI;
— COJACPXKUTCS MeTa UH(pOpMaIUs JIsl JOKYMEHTOB U IMHCEM;
— TI0JIb30BaTENIbCKUE JaHHBIC TTO pabounm MoayisiM [Ipomykra.

Jnst  ycrpaneHus: (DakTOpOB, BIUSIONIMX HA JETPAJAIMI0 [POU3BOAUTEIBHOCTH
[IporpaMMHOTO KOMIUIEKCA B NEJIOM, B apxurekrypHoMm pemennn Middle, cucrema
ynpaBiieHHs 0Oa3aMH JAaHHBIX yCTAHABIMBAETCS Ha OTACIBHBIC CcepBepa ISl MCKIIOYCHUS
BO3JICHCTBUSI CTOPOHHHUX CHCTEM, KOTOPBIE MOTYT MPUBECTH, B TOM YHUCIIE, U K YBEINYCHUIO
BpPEMEHH OXHJAHUS [UCKA, YTO SIBJSIETCS OMHHM W3 KPUTHYECKUX IIOKa3aTelen Juis
UH(POPMAIIMOHHBIX CHCTEM.

1.3 JlokyMeHT cepBep

Cucrema JOKYMEHT cepBepa B JIaHHOM BapHUaHTE€ HMHCTAJUISIUUU IPEAYCMATPUBAET
pa3MeleHre Ha OTACTbHBIX cepBepax Kak B Bepcun DoOCKer xoHrteliHepa Tak © ¢
MPUMEHEHUEM OOBIYHON YCTAHOBKHU.

OyHKIIMOHUPOBAHUE JTOKYMEHT CepBepa BO3MOXKHO Kak Ha 0a3e OmepaldOHHBIX
cucteMm tura Microsoft Windows tak u LinUX mogo0OHbIX cUCTEMAX.

1.4 Reverse proxy

YCcTaHOBJICHHBIH NQINX HA OTAEIBHOM CepBEpe, ISl OCYHICCTBICHUS PETPAHCIISAIIUH
3alPOCOB KJIMEHTOB M3 BHEIIHEH CETH Ha OJWH, NMPH OJHOHOJOBOW HHCTAJUISIIAH, WM
HECKOJIbKO CepBepoB, B apxurekrype middle, kak B manHoM ciydae (CBsi3b uepe3 reverse
proxy npoucxoaut ¢ CS u DS).



2. YcTaHOBKa nginx

[Ipumeuanmne: M0XHO BOCIOJB30BaThCA MHCTPYKIMEH Ha OQUIMAIBHOM CaiiTe IS
YCTaHOBKM CBEXeW Bepcuu nginx. Takke MOXXHO HCIONB30BaTh Ty, YTO B O(QUIIHUATBEHOM
penozutopuu s Bameit OC, T.e. cpa3y BBIINOJHUTH YCTaHOBKY.

B maHHOM mpuMepe paccCMOTpUM yCTaHOBKY NQINX mis Astra Linux Common Edition
2.12.45 ¢ ycTaHOBIJIEHHBIMH MOCJIETHUMU NTAKETAMU U3 PEMIO3UTOPHS.

2.1 JlobGaBneHue peno3uTopus

Jlo6aBbTe B daitn /etc/apt/sources.list.d/nginx.list nanubie 3anucu:

deb https:/ stretch nginx

deb-src https:/ stretch nginx
BeimonauTe nanee kKoMaHay:

apt update

Ecnu Bo3HUKaeT ommoOka

Cnepgywuue noanucu He MOryT ObiITb NPOBEpPeHbl, TaK KakK HeAOCTYMNeH OTKPbITbIA K4 :
NO PUBKEY $KEY

To BbITIOJIHUTE KOMaHy.

sudo apt-key adv --keyserver keyserver.ubuntu.com --recv-keys $KEY

I'ne,

$KEY - 3HayeHue, KOTOpOe HeobxoAMMO MOACTaBUTb M3 yBeAOMIEHWS BO BpeMs
obHOBNEHNA peno3nTopusa.

2.2 YcTaHOBKA MaKeTa

2.2.1 U3mennTh 3Ha4Yenue B ¢aiiie orel

W3menuTte 3nadeHue B ¢aiiie /etc/apt/preferences.d/orel ¢ 900 na 500, mpumep:

Package: *

Pin: release n=orel
Pin-Priority: 500

2.2.2 YcraHOBHTB nginx
BrimonauTe KOMaH/IbI:

apt update
apt install nginx


https://www.nginx.com/resources/wiki/start/topics/tutorials/install/
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2.2.3 3anyckaem u 100aBJisieM B aBTO3arpy3Ky

Bremonnaute KOMaH/bI:

systemctl nginx
systemctl nginx



&% P7-o001C

3. Coznaém 3anmcu B DNS

3.1 lo6aBnsiem Ha BM Genbiii ip

JloGasisiem ip, B HameM ciydae, Ha Iutomiaake Selectel mbr moGaBumm k nat
uHTepdeiicy Oenblii Ip.

[T 1]
| S—

kh-nginx ACTIVE | ‘ﬂ’ |[GH
ru-3b® « 8666502f-bcBe-4ebb-ba77-2bafab12b03b

KoHgpurypauus CeTeBole gvckn  [loptel CtatucTvka  Syslog  KoHcone

nDprI { OoBaeuTe NnopT J

MopgceTs IP-anpec MNnasawowmi IP (3 MAC

I3vpn_network  172.16.2.103 fa:16:3e:3d:02.. | | O |[ :
(omou )

-
| S

nat 192.168.25.232 fa:16:3e:cb:53.. | | O |[ :

F

5.159.100.183 B

L]
—

3.2 Co3pgaém A-3amucu

Coznaém A-3amuch, B HaleMm ciaydae, Ha miomaake Selectel. Co3maém mis CS u s
DS, T.e. 2 A-3anucu.

Tun VKA 3aMKcK TTL
A | kh-cs.r7-officeru || 3600 |
JHadeHWe
127.00.1
| 96.158.138 39 |

NobaeuTh 3aNKCh OTMEHHUTE

3.3 3amucu B hosts

3.3.1 3anuce xaa CS

Jlemaem 3anucsk B /etc/hosts na CS:



<NpuBaTHbIK ip reverse proxy> <dns_name for DS reverse proxy>
Mpumep:
172.19.3.120 ds.r7.ru

<NpUBaATHLIK ip reverse proxy> - ip reverse proxy W3 3aKpbiTOn ceTwu;
<dns_name for DS reverse proxy> - A-3anucb reverse proxy ana [lokymeHTcepBepa.

3.3.2 3anuce s DS
Jenaem 3amucsk B /etc/hosts na DS:

<NpUBaATHLIA ip reverse proxy> <dns_name for CS reverse proxy>
Mpumep:
172.19.3.120 cs.r7.ru

I'ne,

<NpuBaTHLI ip reverse proxy> — ip reverse proxy u3 3aKpbiTOW CeTw;

<dns_name for CS reverse proxy> - A-3anucb reverse proxy ana Cepepa COBMeCTHOM
PaboThl.




4. HactpanBaem nginx

4.1 Youpaem KOH(DUT O YMOTYAHUIO

VY nanute KOHPUTYpalIMOHHBIA (Gaiiia Mo yMOITYaHHUIO:

/etc/nginx/conf.d/default.conf

Takske ouncTUTE KaTajuor OT (aillioB/CChIIOK, €CJIA TAKOW €CTh:

/etc/nginx/sites-available/

4.2 Coznaém daiin koHpUTrypaiuu oOIIHii

Coznaiite KOH(UTypalIMOHHBIN (haiii:

mcedit /etc/nginx/conf.d/r7-proxy.conf
U1 no6aewTe 3anucu (mpumep ais https reverse proxy u http cepsuca CS):

upstream ds {
server <IP_DS>;

¥

upstream cs {
server <IP_CS>;

}

map $http_host $this host {
nun $hOSt;
default $http host;

¥

map $http x_ forwarded proto $the_scheme {
default $http x_ forwarded proto;
"" $scheme;

}

map $http_x forwarded host $the host {
default $http x forwarded host;
"" ¢$this _host;

}

map $http_upgrade $proxy connection {
default upgrade;
"" close;

I'ne,

<IP_CS> - npuBaTHbin ip agpec Community Server

<IP_DS> - npuBaTHbin ip apgpec Document Server




4.3 JloGaBnsiem koH(pUTrypaoHHbId daiin mist CS

CoznaiiTe KOH(UTypaLIMOHHBIN (aiii:

mcedit /etc/nginx/conf.d/r7-cs.conf

U1 nobaswte 3anucu (nmpumep st https reverse proxy u http cepsuca CS):

server {
listen 80;
server_name <DNS_ CS>;
server_tokens off;

## Redirects all traffic to the HTTPS host
return 301 https://$server_name$request_uri;
}
server {
listen 443 ssl http2;
server_name <DNS_CS>;

# nymu 0o cepmuguxkamoB
ssl certificate <SSL_CERTIFICATE_PATH>;
ssl certificate_key <SSL_KEY_PATH>;
ssl protocols TLSv1l.1 TLSv1.2;
ssl ciphers "EECDH+AESGCM:EDH+AESGCM:AES256+EECDH:AES256+EDH" ;
ssl prefer_server_ciphers on;
large client_header_buffers 4 64k;
client_max_body size 50m;

location / { # KoHmekcm onuceiBatouyuli npokcupoBaHue cepBepa npunoxeHus
proxy_pass http://cs;
proxy_http_version 1.1;
proxy_set_header Upgrade $http upgrade;
proxy_set_header Connection $proxy connection;
proxy_set _header X-Forwarded-Host $the host;
proxy_set_header X-Forwarded-Proto $the scheme;
proxy_set_header X-Forwarded-For $proxy add x forwarded for;
proxy_set _header X-Real-IP $remote addr;
proxy_set _header Host $the host;
proxy_connect_timeout 7d;
proxy_send_timeout 7d;
proxy_read_timeout 7d;
proxy_redirect off;

<DNS_CS> - umAa gnAa cepsuca CS, Hanpumep cs.r7-office.ru
<SSL_CERTIFICATE_PATH> - nyTb gno ssl cepTudpukaTta
<SSL_KEY_PATH> - nyTb AO NpPMBATHOro KJjw4Ya cepTudukaTa




4.4 JloOGaBnsiem KOH(GUTYpallMOHHBIN (aiin 11t DS

CoznaiiTe KOH(UTypaLIMOHHBIN (aiii:

mcedit /etc/nginx/conf.d/r7-ds.conf

U1 nobaswte 3anucu (nmpumep st https reverse proxy u http cepsuca DS):

server {
listen 80;
server_name <DNS DS>;
server_tokens off;

return 301 https://$server name$request uri;

}

server {
listen 443 ssl http2;
server_name <DNS_DS>;
server_tokens off;
root /usr/share/nginx/html;

ssl_certificate <SSL_CERTIFICATE_PATH>;

ssl certificate _key <SSL_KEY_ PATH>;

ssl_verify client off;

ssl ciphers "EECDH+AESGCM:EDH+AESGCM:AES256+EECDH:AES256+EDH";

ssl protocols TLSvl.1 TLSv1l.2 TLSv1.3;
ssl _session_cache builtin:1000 shared:SSL:10m;

ssl _prefer_server_ciphers on;
add_header X-Content-Type-Options nosniff;

location / {
proxy_pass http: 5
proxy_http_version 1.1;

proxy_set _header Upgrade $http_upgrade;

proxy_set_header Connection $proxy_connection;

proxy_set header X-Forwarded-Host $the host;
proxy_set_header X-Forwarded-Proto $the_scheme;
proxy set header X-Forwarded-For $proxy add x_ forwarded for;

<DNS_DS> - umAa gna cepsBuca DS, Hanpumep ds.r7-office.ru
<SSL_CERTIFICATE_PATH> - nyTb no ssl cepTugpukaTta
<SSL_KEY_PATH> - nyTb A0 NpUBATHOro Kaw4a ceptupukaTa




4.5 BreinuceiBaeM ssl ceptudukats

4.5.1 YcranaBausaem letsencrypt

4.5.1.1 lo6aBasieM peno3uTopuii

BrimonanTe koMany:

mcedit /etc/apt/sources.list.d/debian.list

JloGaBisieM CTPOKY:

deb https://mirror.yandex.ru/debian/ stretch main contrib non-free

4.5.1.2 YcTraHaBJIMBaeM MaKeT
BI)IHOJIHI/ITG KOMAaH/JbI:

apt update

apt install letsencrypt python3-certbot-nginx

4.5.2 PenakTpyem KOH(pUrypaumonabie gpamuibl

BpemMeHHO KOMMEHTHpYEeM CTpOKM B JBYyX ¢aiinax KOH(PUTYpallMOHHBIX, HaMHU
CO3JaHHBIX:

# ssl_certificate /etc/nginx/ssl/domain.crt;

# ssl certificate key /etc/nginx/ssl/domain.key;
[Ipeobpazyem cTpoky

listen 443 ssl http2;

B cTpoky Buga

listen 443 http2;

[lepezamyckaem nginx ¢ NpOBEPKON KOH(DUTOB NEepe1 STUM:

nginx -t

systemctl restart nginx

4.5.3 BoinuceiBaeM cepTu(PUKAT

BreimonauTe koManay:

letsencrypt certonly --nginx -d kh-ds.r7-office.ru -d kh-cs.r7-office.ru
I'ne,

kh-ds.r7-office.ru - A 3anucb gna DS;

kh-cs.r7-office.ru - A 3anucb gna CS.
Bo Bpemsi WHCTa/UISIIMM TOATOTOBKU CEPTU(GUKATOB OYAyT 3a/1aBaThCS BOIPOCHI,

IIPUMEPHI OTBETOB HUXKE.



4.5.3.1 Yka3pIBaTh OUYTY

Saving debug log to /var/log/letsencrypt/letsencrypt.log
Plugins selected: Authenticator nginx, Installer nginx

Enter email address (used for urgent renewal and security notices) (Enter 'c' to
cancel): kharitonov.vadim@r7-office.ru

4.5.3.2 OTBeuaere A

Please read the Terms of Service at
https://letsencrypt.org/documents/LE-SA-v1.2-November-15-2017-w-v1.3-notice.pdf.
You must agree in order to register with the ACME server at
https://acme-v02.api.letsencrypt.org/directory

(A)gree/(C)ancel: A

4.5.4.3 Ha cBOE ycMOTpeHHUe OTBe4vaeTe

Would you be willing to share your email address with the Electronic Frontier
Foundation, a founding partner of the Let's Encrypt project and the non-profit
organization that develops Certbot? We'd like to send you email about our work

encrypting the web, EFF news, campaigns, and ways to support digital freedom.




4.5.4.4 Ucnoab3zyeM cepTuPHUKATHI

Obtaining a new certificate

Performing the following challenges:
http-01 challenge for kh-cs.r7-office.ru
http-01 challenge for kh-ds.r7-office.ru
Waiting for verification...

Cleaning up challenges

IMPORTANT NOTES:

- Congratulations! Your certificate and chain have been saved at:
/etc/letsencrypt/live/kh-ds.r7-office.ru/fullchain.pem
Your key file has been saved at:
/etc/letsencrypt/live/kh-ds.r7-office.ru/privkey.pem
Your cert will expire on 2022-12-20. To obtain a new or tweaked
version of this certificate in the future, simply run certbot
again. To non-interactively renew *all* of your certificates, run
"certbot renew"
Your account credentials have been saved in your Certbot
configuration directory at /etc/letsencrypt. You should make a
secure backup of this folder now. This configuration directory will
also contain certificates and private keys obtained by Certbot so
making regular backups of this folder is ideal.
If you like Certbot, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
Donating to EFF: https://eff.org/donate-1e

Ceprudukatsl 1y 000UX UMEH CO3aHBI TYT:

/etc/letsencrypt/live/kh-ds.r7-office.ru/

I'ne,

kh-ds.r7-office.ru - nepBbli yKa3aHHbli AOMEH B KOMaHAe

4.5.4.4.1 Co3naém KartaJjor:

mkdir /etc/nginx/ssl

4.5.4.4.2 Co31aéM CCBLIKH:

1n -rs /etc/letsencrypt/live/kh-ds.r7-office.ru/fullchain.pem

/etc/nginx/ssl/domain.crt
In -rs /etc/letsencrypt/live/kh-ds.r7-office.ru/privkey.pem /etc/nginx/ssl/domain.key

4.5.4.4.2 Penakrnpyem KOH(pUrypauuoHHbIe (ailJibl

PackoMMeHTHpyeM CTpOKH B IBYX (aiiiax, KOTOpble Mbl co3/1aiu B 1.4.2 u 1n1.4.3:



ssl certificate /etc/nginx/ssl/domain.crt;

ssl certificate key /etc/nginx/ssl/domain.key;
[IpeoOpazyem cTpoky

listen 443 http2;
B ctpoky Buga

listen 443 ssl http2;
4.6 IIpoBepsieM u nepesarycKkaeM

4.6.1 IlpoBepsieM KOPPEKTHOCTb HACTPOEK
BrinmonauTte kKoMaHgy

Ecnau Bc€ xopoino, To uaéMm aaiibliie, €Clid MojJydaeM OIIMOKH, TO HEOOXOIUMO HUX
UCIIPABUTb.

4.6.2 Ilepe3amyckaeM nginx

Brinonaute komMaHay [uist iepe3arpy3ku U J00aBJICHUS B aBTO3arpy3Ky:

systemctl restart nginx
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5. lonactpanBaem nopTai ajisi paboThl

5.1 Ilepexonum B HACTPOMKHU

[lepexonum B "Hactpoiiku"—>"Unterpamms"—>"Cnyx0a TOKyMEHTOB" yXXe IO
co3ganHor DNS 3amncu

P7-ONC Lo M

- 3 06uMe
KacTomusauwma
Magynm v MHCTpYMEHTBI
~ i@ Be3onacHoCTb
Joctyn k noprany
MNpaga gocTyna
~ # WHTerpaums
Cay#6a 4OKYMEHTOE
MNo4ToEnIA cepeep i

Hactpoikn SMTP
al Cramnctrka

#] MaHenk ynpaeneHna

@ Mnatexn i

5.2 3MeHsieM HacTpouKu

[TpuBoguMm K BUAY:

PacnonoxeHue Cﬂ}"}l(ﬁbl AOKYMEHTOE

Pacnonoxenwe cyxGbl SOKYMEHTOS ONPESEnAeT agpec
CEQESDS C YCTEHOENSHHEIMK cny=Bami gokynmeHToE, B
CTPOKAX HUXE 3aMeHnTe YacTe '<editors-dns-name>' Ha agpec
CEQESDS, OCTAEWME OCTANEHYHY YaCTs CTROKM B8 M3MEHEHIH.

Appec cnyx6ebl peAaKTUPOBAHWA AOKYMEHTOB
httpsy/fkh-ds.r7-office.ru/

Mpumep: https:/f<editors-dns-name:-/

Appec Cnyxb6bl pokymeHToOB gnAa zanpocos oT Cepeepa
COBMecTHoW paGoTel

httpsi/fkh-ds.r7-office.ru/

Mpumep: https:/f<editors-dns-name:/

Appec Cepeepa coBMecTHOW paGoTel 4NA 3anpocos oT
Cny:#6bl fOKYMEHTOB

httpsi/kh-cs.r7-office.ruf

I'ne,
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- A-3anucb Aansd
- A-3anucb anA

5.3 [IpoBepsiem paboty

3axonuM B MOJYJb JOKYMEHTBI U MPOBEPSEM €ro padoTy, OTKPbIBasl JOKYMEHTHI U
T.IL



